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COPYRIGHT INFORMATION AND CHANGES

Copyright 2023 Identifi. All rights reserved. No part of this publication may be reproduced or
stored, in a retrieval system, or transmitted in any form or by any means, electronic, mechanical,
photocopying, and recording or otherwise without the prior written consent of Identifi.

The material in this manual is for information only and is subject to change without notice. Identifi
reserves the right to make changes to its products without reservation and without notification to
its users.

INTRODUCTION

Identifi
Identifi is a suite of software products allowing the storage and retrieval of document images.

Additionally, documents can be signed electronically, tracked for expiration, retention and
compliance, and set to trigger actions and workflows.

The product suite includes:
e Documents
e Tracking
e Electronic Signatures
e Electronic Receipts
e Workflow
e Reporting

This Guide is designed to help Identifi Administrators manage all aspects of their installation(s),
including (but not limited to): Applications, Entities, Document Types, Attributes, Reports, as well
as Scanning and Indexing. Additionally, User Management and Security will be addressed.

Note: All Identifi products are available in Identifi and are “turned on” for each customer based
on which products have been licensed.

For the purposes of this Guide, all available products are represented; however, if a product is not
licensed to the customer, the User will not see the specific menu(s) for the unlicensed product(s).
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Logging in to Identifi

Log into Identifi by double-clicking the Identifi shortcut located on the Sidentf
desktop or by entering the installation’s address into an internet browser

page (http://[servername]/identifi.net).

Logon to identifi

If Identifi is configured to use the customer’s Active Directory (AD), then the
logon is seamless. The User will not be prompted to enter the logon [ Bevemser e
credentials. With other SSO, the user will be presented a single logon button.

With no SSO in place, the User will be prompted to enter their credentials.
The password is case-sensitive.

Identifi is certified to work with Okta and Azure Identity Providers,

allowing for a Single Sign-On experience. See Managing
Installation Configuration & Clients for details.

The Forgot Password link will initiate an email with a link to reset the password. Itis only available
if a single sign on solution is not being used, as passwords are managed in those applications
rather than Identifi. It is suggested that Users change their password at least every 60-90 days.
Administrators may choose to set expiration of passwords at the installation level (see below).

Managing Passwords

User passwords are required to be twelve characters long, including a digit or special character,
an uppercase and lowercase character, with no spaces. See £diting Users for management of
an individual user’s password.

Password expiration is managed under Setup ->System->Settings

-:;(-:.- identifi

The number of Day(s) for password expiration
can be modified by selecting Edit.

lae Analytics

& Setup

S Data

() Documents

[ Desktop eSign Business Environment Type Days for Password Expiratio

% Online eSign Unknown

B Imaging

O eReceipt

& People

- Tracking

3 System
Analytics
Clients
Installers
Maintenance

Settings
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Managing Users/Groups

Users and Groups are managed under the Setup menu.

Users

o Setup
= Data
) Documents
] Desktop eSign
‘= Online eSign
& Imaging

[ eReceipt

282 People

Groups

Roles

Users

Adding Users

In order to log in to Identifi, a user must be given and UserID and set up as a
User. Security (roles and permissions) can be applied directly to the User or to
a Group that the User belongs to.

From the Main Menu, select Setup, then People and click Users. vsers

The list of all Users will be presented along with the following menu at the top
of the page:

Manage Users

{ =+ Add ][ [ij Delete ][ Activate ][ Deactivate ][ Reset Password ][ Unlink ][ & Export Security ]

Click on

+ Add

button in the top menu, which will open a New User Form.

Required fields are marked with an asterisk * . When completed, select .

Add New User

General

Identification

First Name *
Full Name *
User Name *

User is Active

Last Name *

Host User Key

Email *

For system Users, like the
Force Password Change Password Cannot Expire Upllnk Usel', the Password can

A

A be set to never expire.

Note: User is Active and Force Password Change are checked by default.
The first time the user logs in, they will use the Forgot Password link to
create their own password. NOTE: Installations using SSO do not need
for their users to set up passwords in Identifi.

V.11.3
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New Users and Passwords

Manage Users

In order for new users to |Og in to |dent|f|, a Password [ + Ada M il Delete M Activate M Deactivate }(Rese‘. Password ][ } Export Sec
Reset must be initiated for them. An individual reset
can be sent from the User’s General tab or, if multiple

35 Users (34 Active, 50 Licensed)

users have been added, from the main Users list.
O | Full Name = Forrest Adams

Abby Ross
Y Genera Groups Roles

NOTE: Users on installations using SSO do not need to
Axel Von Greiff

set up Passwords in Identifi. o
Reset Password
[dentifi

cation
Alternatively, if the User has the URL, they can use the

Forgot Password link to initiate the email themselves. Logon to identif

fadams

NOTE: In all cases, the User will need to be provided o

their User ID by an Administrator. O Femeneer e

Editing Users

To make changes to an existing User, click the name in the Users List.

[ | User User v 3/21/2017 4:25:25 PM
Sally End User To reset the user’s password, simply select Reset Password.
cmes cows o= | The user will receive an email prompting them to change their password.

[ Edit Reset Password

Sally End User

Under the General tab, select to make S

changes to the User’'s name, login name and other
information, including forcing a password change |dentification
on their next login. Click Save when complete.

First Name * Last Name *

sally End User

Under the Groups tab, Users can be added or removed from existing Groups.

&

enera Groups Role
When a User is added to a Group, the User is granted all permissions assigned
to the Group. Likewise, when a User is removed from a Group, any associated +Add @ Delete
permissions are revoked from the User.
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Under the Roles tab, Users can be assigned Roles and have Roles removed. cenersl  Growps | Rl
Adding and Deleting Roles here does not affect any Roles associated with +Add @ Delete
Groups to which the User belongs.

Deleting Users

To Delete a User, place a check in the box next to the name and select Bbeee in the top menu.

User User + 3272017 42525 P

The User will be removed from the User List and will have no access to Identifi, but all actions
taken by the User within the system will remain associated with them.

Note: The UserID of the deleted User can not be used again. If it could be possible that they will
need to be an Identifi user again in the future, consider Deactivating the User instead.

Deactivating Users

Deactivating a User prevents them from being able to log into Identifi and frees a ‘seat’ for
another User to log onto the Identifi installation. To Deactivate a User, place a check in the box

next to the name and select in the top menu.
Liner o v 3/21/2017 £2525 PM

Activating Users

Activate users that have been Deactivated to allow them the ability to log onto the Identifi

installation. Place a check in the box next to the name and select in the top menu.

@ ser User ¥ H21/201742525PM

Unlocking Users
ET— Five unsuccessful login attempts will lock the User. The |Training User
Logon to identif account will automatically unlock after five minutes. General | Groups  Roles
canng If the user is not able to recall their password, select Reset @reset Password
o|| Password here or ask them to use the Forgot Password link |, .c . e

on the login page.

CIRemember Me

Forgot Password?
Logon

V.11.3 5 2023




Exporting User Security

connect what matters,
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. . Manage Users
To see a list of Users and the Roles assigned to g

them, select one or more Users from the list and

[ =+ Add H [ Delete H Activate H Deactivate H Reset Password H Unlink ][ & Export Security

then click Export Security in the top menu. This
will create an Excel spreadsheet.

63 Users (60 Active, 100 Licensed)

&, Export Security

Full Name

User Name

Email

Managing Groups

@ Setup
£ Data

Groups.

[ Documents Groups

[ Desktop eSign

- Online eSign

Groups are a tool to assign all levels of security to a number of Users
simultaneously. From the Main Menu, select Setup, then System and click

Adding a User to a Group automatically provides
the Group's security to them, likewise removing

El Imaging

[ eReceipt

Manage Groups

8% People I

a User from Group automatically strips that

[ + Add H M Delete H &, Export Security

Groups I

Group’s access from the User.

Roles

Users

Adding Groups

+A0d Add New Group

Click on button in the top menu, then enter
the name of the Group being created.

General

Cancel B Save

Group Name *

When completed, select .

Edliting Groups

To make changes to an existing Group, click the name in the Group List.

[ | Loan_Scan

Under the General tab, select Edit to make change the Group’s Name. Click
Save when complete.

V.11.3 6
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Loan Scan
coneral | Users | Roles Under the Users tab, select Add to add additional Users
to the Group. To remove Users from the Group, place a
#+Add @ Delete check in the box next to their name and select Delete.
Note: Users added to a Group are automatically
e granted all permissions assigned to the Group. When
) Users are removed from a Group, any associated
[] | User Name Login Name
~Tow 0 permissions are revoked from the them.
Loan Scan Under the Roles tab, select Add to add additional Roles to the Group.
To remove Roles from the Group, place a check in the box next to the
Seneral  Users | Roles Role and select Delete.
#4dd @ Delete Note: Roles assigned to a Group are automatically granted to all
members of the Group. Permissions granted to a Group in other
3 Roles areas of the product (Entities, Applications, Scan Plans, etc) are
automatically extended to all of its members.
[] | Role
[ | Batch Indexer
[ | Batch Scanner
[ | user
Deleting Groups

To Delete a Group, place a check in the box next to the name and select

Wl Del

[

in the top menu.

@ LoBN_Scan

The Group will be removed, however any Users that were members of the Group will remain in
Identifi. Any Roles/Permissions the Users had as members of the Group, though, will be

revoked.

Exporting Group Security

To see a list of all Groups, their members and the Roles assigned to
them, select at least one Group from the list and then click

in the top menu. This will create an Excel spreadsheet.

V.11.3 7
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O | Group Name*
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Identifi User Roles

S Data Export Membership
) Documents
<« Tracking
15Roles
# Desktop eSign
) | Role Name

¥ Online eSign

3 Workflow

B Reporting O | Batch Administrator
lss Analytics [ | Batch Indexer
% Setup O | Batch Scanner
S Data [ | Document Maover
[) Documents —

'

() | System Administrator

[ Desktop eSign

¥ Online eSign

=
wl

5

Manage Roles

Imaging

O | Administrator

)| Decument Type Administrator
O | eReceipt User

O | eSign Desktop User

O | eSign Online User

eRecaipt
People

Groups

L User

[ | Report Administrator
[J| Report User

Smart Folder Administrator

O | Workflow Administrator

ATge . .
fe s identf

User Roles provide access to specific features of Identifi. All
User must have a User Role assigned to them or be part of a
Group with a User Role assigned to it. The minimum Role
required is the User.

Roles are found in the Main Menu, by selecting Setup, People
and then Roles.

Role Membership

Clicking on a Role in the list will present two tabs showing
which Users and Groups have the Role assigned.

Role Detail: Batch Administrator Role Detail: Batch Administrator
Users  Groups < (o
‘ + Add H @ Delete ‘ A H @
1 User up
O | userName= ! -
O | sheila Nolder 0 iministrator
& Export Membership l
Selecting

will produce an Excel spreadsheet

listing all roles and the Users and Groups assigned to them.

Role Descriptions
ROLE ACCESS

Administrator [® =7 Access to all fgatures 'c?nd the ability tg mangge all
= Dats aspects of the installation (except Online eSign
4] PRI Settings which is only available to those with the
e System Administrator Role).
- Online eSign
& Imaging . .
[ Note: A user with this role cannot be prevented
184 People from accessing documents, data, system menus,
o Tracking etc. through Permissions or Rights.
* ’” Able to delete documents with active Retention
13 Workflow Plans POIiCieS.

Batch Access to the Batches and Add features under the

Administrator | icc_f":d'em Documents menu. Able to index, reassign and
S delete all batches. Able to upload and index
Q search electronic documents through Add, pending
£ Smart Folders Application Permissions.

| Coversheets
Must also have User Role.
V.11.3 8 2023
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Access to the Batches and Add features under the
Documents menu. Able to index their own or

Batch 1l Cestre unassigned Batches.
Indexer + Add
& Batches May be able to delete their own Batches (if set at the
Q search installation level. See here). Able to upload and index
S SwEiiReiEE electronic documents through Add, pending
L Coverness Application Permissions.
Must also have User Role.
h £ Data
Batc . .
O Documents Ability to use the Scan Client.
Scanner o Tracking
- DERIER Must also have User Role.
¥+ Online eSign
ita Workflow
Document
. = hMove .
Mover  Data Ability to use the feature in Document
O Documents Search, to move a document from one Application
4 Tracking to another. Must have Permissions for both
# Desktop eSign Applications.
¥~ Online eSign
&% Workflow Must also have User Role.
$ setup Ability to manage all Document Groups and
Document .
£ Datz Document Types (Delete, Add and modify).
Type (1 Documents
Administrator | ¢ reng Must also have User Role.
[ Documents e
Tracking Sets . . .
Doc Groups . Document Tracking: Ability to manage Tracking Sets,
Doc Types o e including at the Entity, as well as Tracking Statuses
and perform Tracking Maintenance.
Ability to access the eReceipt client.
eReceipt = be
User O Documents Must also have User Role.
< Tracking
# Deskiop eSign Note: In order for the User to also be able to scan
#- Online esign barcoded Drive-Thru receipts, the Batch Scan
&% Workflow User Role is also required.
V.11.3 2023
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The ability to access the Desktop eSign Client, eSign

# Desktop eSign
Desktop - Search and Packages.
® My Packages
eSign User
Q Search Must also have User Role.
The ability to create, manage and index Online eSign
eSign Online #- Online eSign Packages.
User & Inbox Retrieval of indexed documents pending Application
2 Permissions. Access to create Packages limited by
Profile Rights.
Report Administrator
£ Dats
[ Documents . . e
P jeﬁkm:qcr Ability to view and manage all reports within
S e Analytics; ability to access all reports within
LT Reporting.
B Reporting Must also have User Role.
I Analytics
B Setup
Access to any reports within Analytics that the user
Report User yTep o yt
has been granted Permissions to view as well as
B Reporting Document Tracking and Document Retention under
Activity Reporting.
Document Tracking
Document Storage Viewing of items and documents referenced on
Docient Rolocion reports limited by Permissions.
4 Analytics

Must also have User Role.

Smart Folder Administrator

[ Documents
+ Add
& Batches
Q, Search
3 Smart Folders

| Coversheets

The ability to create and manage Public Smart
Folders.

Access to specific Documents dependent upon
Application Permissions.

Must also have User Role.

V.11.3
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) Documents
< Tracking

# Desktop eSign
¥ Online £5ign

a5 Workflow

System 2 seup . . .
Administrator : - Access_to all fe'atures and menus, |nc|ud|n.g Settings
S for the installation (Setup->System-> Settings) and
esktop eSign
e Onineesign Settings for Online eSign (Setup->Online eSign->
B Imaging - .y ‘ ]
. Settings) and the ability to set ‘Import Key
2 peope attributes for an Entity. |-
) e Account Number
& System Dictionary
Analytics None v
Clients Required Editable
nstallers Searchable Wildcard Searchable
Maintenance Show in Search Results Show in Entity Detal
Settings General Key mport Key
single Sign-On Monitor for Data Changes s Automatic ID
13 Workflow Plans
User . . .
€ Data Basic user functions for Data, Documents, Tracking

and Workflow. Includes access to Coversheets.

Access to specific Data, Documents and Workflow
Plans dependent upon Entity and Application
Permissions and Work Plan Rights.

Workflow Administrator

& Setup
= Data
Attributes

Entity Types

13 Workflow Plans

Ability to design and manage Workflow Plans.

Design Rights on existing Plans required to access
them.

Must also have User Role.

V.11.3
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Identifi User Permissions

These permissions are assigned to Users and Groups at the following levels:

> Application > Attribute » Security Profile
» Entity Type » Document Type

Security Exports showing which Users and Groups have these Permissions assigned are
available from the Application, Entity and Document Type management screens.

Permission Descriptions

Application, Attribute, Document Type & Security Profile Permissions

Add Note Allows Users to Add Notes on the document. Can also Delete their own Note.
Must also have View Note permission.

Change Note Allows Users to Delete Notes on the document. Note: Must also have View Note
permission.

Delete Allows Users to Delete the documents. Note: Deletion is permanent

Download & Print Allows Users to use the =2200%] and [ #** Ifeatures in Document Search to
print a .pdf or download the document image(s).

Index Allows Users access to edit attributes in the Indexing Panel within the
Document Viewer and to mass modify documents using in Document
Search.

Revise Allows Users access to the features in the Document Viewer

Set Security Allows Users to Set Security on the documents of a certain Document Type,
within an Application or with a certain Attribute.

View Allows Users to View the document. Default

View Note Allows Users to access Notes Panel in Document Viewer and View Notes on the
document.

Entity Type Permissions

Add Note Allows Users to Add Notes on the entity items. Can also delete or modify their
Note. Must also have View Note permission.

Document Tracking: Ability to Add Requirement level notes.

Change Note Allows Users to delete and modify any Note on an entity item. Note: Must also
have View Note permission.

Document Tracking: Ability to delete and modify Requirement level notes.

Create Allows Users to Create new items in the entity using # 22d in the Data menu.
Delete Allows Users to Delete entity items. Note: Deletion is permanent
Document Tracking: Ability to Delete Requirements.
Set Security Allows Users to Set Security on entity items.
Update Allows Users access to modify details of entity items.

Document Tracking: Ability to Add Requirements, Tracking Sets and Assigned
Users. Access to override and adjust Requirement Status and Due periods.
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Other Permissions
Analytics Report Rights: Allows Click the Edit icon for the report from the main N
Users to see specific custom menu.
reports in Analytics. Rights are set under the Misc tab of the report.
e None- The report will not appear for
the user. swewt  mow
e  Full- User will be able view, print and — — ;
export report DATASOURCES | FlgLos | SUMMARY  CHART  CHARTZ  GAUGE th FILTERS . 5%;;?5'?
e Read Only- Same access as Full Sl | e bieve blowie B 5 of 3 RN Lacked |
rights. *Note: Limit 3 Users per Report. Those with Report Administrator Role
e  View Only- Same access as Full do not need to be granted rights, since that role allows users access to

rights. all reports.
e Locked- Same access as Full rights

Notes:

Installations without this Custom Report
feature will not see Analytics in the menu
at all.

Identifi’s Analytics Platform is nearing the
end of life. Itis being replaced with a
combination of new reporting features in
the main product as well as new features
that make custom reports obsolete. For
additional information, please refer to this

article.

==, *Visibility can be granted
Public Smart Folder Visibility: Allows | [=."" by users with the
Users to see Public Smart Folders Adm’”éi;’::lf’lf_zggo’ the
and Subscribe to them o Administrator Role.

I W Delete H £ Subscribe || ¥ Unsubscribe
Scan Plan Security: Limits which ——
Users will have access to use the Complance-BW *Note: Without any security assigned, the
Scan Plan. sl meescreressewy | Scan Plan is available to all users with the

Batch Scanner Role.
=+ Add W Delete

V.11.3 13 2023
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Work Plan Permissions: Determine
what actions a User can take within a
Workflow.

e  Start- Plan will appear in the
Workflow Start menu

e View- Plan and its steps will appear
in Browse menu. User will also
have the ability to run Workflow
Reports on that Plan.

e Manage- Plan and its steps will
appear in Browse menu and User
will be able to Reassign, change
Priority, Terminate, and Resend
Notifications for the Plan’s items.

e Design- Will be able to edit the Plan
design and settings.

Manage Design

*Must have Administrator or Workflow Administrator Role (with Design
Permissions on the Plan) to access the Workflow Plans menu under
Setup.

Online eSign Profile Permissions:
Determine which Profiles a User is
able to select when creating a
Package and what rights they have to

the Package during its completion. T )
e Create- Profile can be selected
when creating new Packages.
e Manage- User will be able to
Reassign, Delete and edit the
Packages sent using this Profile.
V.11.3 14 2023
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OTHER ADMINISTRATOR FUNCTIONS

SETUP MENU

& Setup ~ | Administrative settings and configurations for all features of Identifi
= Data . | are found under Setup in the main menu.
[ Documents >

[ Desktop £Sign b4

- Online eSign ?
El Imaging >
[ eReceipt ?
2% People ?
< Tracking b4
£ System >

13 Workflow Plans

Setup - Data - Attributes

n Manage Attributes
. Allows Users to Add new attributes and Delete or modif
O Documents . existing attributes.
¥ Tracking ’ 111 Attributes
# Desktop eSign >
O | Display Name =
% Online eSign >
2 Workflow N O | Account Number
B Reporting N O | Account Type
laa Analytics U | AD Name
£ Setup v O | AD Request
= Daa v O | Address 1
Attributes O | Address 2
Entityv Tune:
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Adding an Attribute

+ Add
Select from the top menu.

1. Enter a Display Name for the attribute.
2. Select the Data Type.

» For String, enter the following:
= Select the String Type from the
drop down
» Data Length

» For Numeric, enter the following:
= Data Length
» Data Scale

‘.i: w identifi

C) connect what matters,
-y

Add Attribute X
Display Name * Data Type
String
Computed
String Type Data Length *
Standard Text v
Linked
Add Attribute X
Display Name * Data Type
String v
Computed
String Type Data Length *
Standard Text i
Standard Text
Email Address
Phone Number

LN

Add Attribute X
Display Name * Data Type

Numeric >
Data Length * Data Scale
O Linked

3. Place a check in the appropriate boxes if
the attribute will be Computed or Linked.

Deleting an Attribute

O | Display Name =

V.11.3 16

Place a check in the box next to the attribute to be deleted and select

from the top menu, then confirm by clicking .

lif Delete

Delete Attributes

Are you sure you want to delete the selected attributes?

e
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Modifiying an Attribute
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C) connect what matters,
-y

Open an Attribute’s details by clicking its Display Name.

Under the General tab, select to open the fields and make changes.

Account Number

General Document Types Value Security (Document)
‘ @ Edit ‘
Display Name Data Type
‘ Account Number ‘ | String v |
String Type Column Name
‘ Standard Text v ‘ | _AccountNumber |

Data Length

= )

Computed

Under the Document Types tab, the attribute can be added to, or deleted from a document type.

Account Number

General Document Types Value Security (Document)

[ +Add M [# Mass Edit ][ M Delete }

42 Document Types (All Applications) - | [ Filter.
O | bocument Type * Bk Required Multi-value Multi-value Group
O o0 v

Allows a User to change the settings for the attribute on several Document Types

simultaneously.

001

1. Place check marks next to all documents to be affected. | 002

2. Make necessary changes and select )
Update Attribute on Document Types X
Required
‘ Don't Update v ‘
Multi-value
‘ Don't Update v ‘
Multi-value Group
) Don't Update v

V.11.3 17
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Under the Value Security tab, User access can be assigned based on an attribute value.

Account Number

General Document Types Value Security (Document)

[ + Add M [ Mass Edit ][ [ Delete J

0 Document Security Values Filter. ‘

0 ‘ Attribute Value * Type  Name View Download & Print View Note Add Note Change Note Index Revise Delete

Update Document Value Security for Multiple Attributes

Allows a User to apply security to more than
one Attribute value simultaneously.

o

Permissions

View

Download & Print

View Note

Add Note

Change Note

Index

Revise

Delete

0O 0 0 0|0 0|0 |0|®

Set Security

Cencel Save

Setup - Data - Entity Types

=  Manage Entity Types Allows Users to Add or Import new Entity

S Data > il [+Add ][ & Import N X Export “ X Export Security H [ Delete ] TypeS, as We” as mOdIfy' Delete' or

0 Documents } Export existing ones.

< Tracking >

9 Entity Types
# Desktop eSign >
O | Internal Name * Singular Name . . . . .

el - — Entity Permission security as assigned

%2 Workflow > ount \ccoun ) )

S s N o] customer Customer to Users/Groups is also available here.

I8 Analytics O | Employee Employee

@ Setup v O | Events Events

£ Data Y O | HardwareOfficeSupplies Hardware-Office Supplies
Attributes O | PropertyCollateral Property Collateral
ELIYPeS & O | Technology Technology
Adding an Entity Type Add Entiy Type :
Singular Description *

Select from the top menu and enter the name of the new
Entity Type in the Singular Description field. Enter the plural form o
of the name in Plural Description and C|ICk E=

Attributes, User Roles and Relationships can then be added. See Modifying an Entity Type for
details on these tabs.
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Deleting an Entity Type

Place a check in the box next to the entity type to be deleted and select from the top
menu, then confirm by clicking

Manage Entity Types

[ 4+ Add H X Import H X Export ” & Export Security ] @Dﬁle&e

Delete selected entity types

9 Entity Types

Delete Entity Types X

O | Internal Name = Singular Name

Account Account

Are you sure you want to delete the selected entity types?

Exporting an Entity Type

& Export

If planning to copy an Entity Type from another installation, users may click the button
to create the Entity Type's configuration .xml which can then be imported into the new Identifi
installation.

Importing an Entity Type

Import Entity Types X
If copying an Entity Type from another installation, users may click

the button to select the configuration .xml.

Import File *

Choose File | No file chosen

Modifying an Entity Type
Open an Entity Type’s details by clicking its Internal Name.
Under the General tab, select to open the fields and make changes
Accounts
(@mbutes Security User Roles Relationships Relationship Roles Relationship Ordering / Filtering Tracking Tracking Sets
Internal Name Singular Description
Account Account
Plural Description Display Name Fermula
Accounts (COALESCE([DisplayStatic],([_AccountNumber] + ' - ' + COALESCE([_AccountTypel, ))))
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The Singular and Plural Descriptions can be edited here, however the Internal Name is created
by the system when the Entity is intially created and cannot be modified. It is the Entity's name
in the SQL table.

Display Name Formula: Determines how items are named when added to this Entity. It is a SQL
formula made up of specific attributes associated with the item.

Best Practice: Copy the Display Name Formula from another Entity and replace the attributes as
needed, being sure to leave all other characters and spaces intact.

Example: (COALESCE([DisplayStatic],([_AccountNumber] +'-'+ COALESCE([_AccountType], "))

Settings for attributes within the Entity can be adjusted under the Attributes tab.

Accounts

Ser*erae:ur ity User Roles Relationships Relationship Roles Relationship Orderin NOte.' Under the Attl‘ibutes ta b, attributes can

be added or deleted from the Entity Type.

‘ + Add H [ Delete ” 4 Sequence ‘

16 Attributes Filter. ‘E‘
Wildeard Search General Import Monitor for

O | Name ID Data Type Dictionary Sequence“ Required Editable Searchable Searchable Results Detail Key Key Changes

O | Account Number 1 String (50) None 1 v v v v v v

O | Account Type 2 String (255) Automatic 2 v v v v

e Data Type - displays the data type of the attribute

e Dictionary — displays if there is a drop-down menu for the attribute during batch indexing
and on the indexing panel

e Sequence- designates the position of the attribute on the Data Detail tab of an item in the
Entity.

e Required- sets the attribute as required for new items added to the Entity.

o Editable — designates whether or not the attribute is editable.

e Searchable- enables the attribute to be searchable through Data Search.

e Wildcard Searchable — enables the attribute to be searchable using a partial term
accompanied by an asterisk (*).

e Search Results - displays if the attribute is shown as a column in Document Search.

e Detail — designates if the attribute is shown on the Indexing Panel of a document stored in
the Application (“Detail Visible”).

e General Key- triggers Trak to look for this attribute; sets the unique record for Work items.
Note: If the installation is enabled for the “Desktop eSign to Online eSign Bridge” feature, the General
Key for that Entity will be set to “Receipt Number.”

o Import Key- sets the unique attribute marked for import of the host data file.

¢ Monitor for Changes- enables the attribute, and all related attributes, to be updated as
part of the Data Sync process.
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Under the Security tab, Users are granted Permissions for the items within the entity.
For a description of each Permission, see Identifi User Permissions.

Accounts
General Amt:utser Roles Relationships Relationship Roles Relationship Ordering / Filtering Tracking Tracking Sets
‘ + Add H i Delete ‘
4 Users / Groups Filter.
a Type Name “ View Create Update Delete View Note Add Note Change Note Set Security
a a Sally End User (senduser) v v v
] 20 Toct Tenining Ceoiin a2 -2 vl a2

Under the User Roles tab, the User Roles associated with the Entity are listed. Additional User
Roles can be added and existing roles deleted as well.

Accounts
General Attributes Se:ullela.orsh ps Relationship Roles Relationship Ordering / Filtering Tracking Tracking Sets

‘ + Add H T Delete ‘

3 Roles Filter.
O | Description = Code Send Notification

O | AcTO ACTO

O | LoFF LOFF

O | oEMP OEMP

Under the Relationship Tabs, users can manage the Entity’s relationship with other entities on
the installation, User Roles and how the Entity items are ordered/filtered.

¢ Information from an entity item’s related entities are displayed under the Relationships
tab.

Accounts

General Attributes Security User Roles Relationships Relationship Roles Relationship Ordering / Filtering Tracking Tracking Sets

| + Add ” [ Delete ‘

2 Relationships Filter...

) Description

O | Multiple Accounts may be referenced by Customers

O Multiple Accounts may be referenced by Property Collateral
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C) connect what matters,

e Associated Roles and their descriptions are listed under the Relationship Roles tab.

Additional Roles can be added and existing Roles deleted.

Accounts

ORoles

O | Description *

General Attributes Security User Roles Relationship: Relationship Roles Relationship Ordering / Filtering Tracking Tracking Sets

Code

Filter...

Add Relationship Role X . .
Delete Relationship Roles
Description *
Are you sure you want to delete the selected relationship roles?
Code
=]

Relationship Ordering/Filtering settings determine what attributes are listed for the Related
Entities and how they are ordered when viewing an entity item’s details.

Accounts

General Attributes

Listed Order

Order By

None

Sorted Order

Security User Roles Relationships Relationship Roles Relationship Ordering / Filtering Tracking Tracking Sets

Select

to adjust the Listed Order by Relationship Role or Attribute and use a check
mark to show in Sorted Order.

Listed Order

Order By

Relationship Role

Roles

Order By

Attribute

Select order by attribut:

Include unlisted values

V.11.3
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Sorted Order

I§>h0w in Sorted Order

Sorted Order

Under the Tracking tab, edit the data used for document tracking for the Entity by clicking

Accounts

General Attributes Security User Roles Relationships Relationship Roles Relationship Ordering / Filtering

Enable Document Tracking for this Entity

Tracking Sets

Calculate Document Due Dates From

(Current System Date) A

Stop Recurring Documents When
(Not Set)

The Tracking sets tab displays sets being tracked.

Accounts

General Attributes Security User Roles Relationships Relationship Roles Relationship Ordering / Filtering

Tracking Tracking Sets

4 Tracking Sets

Filter...
O ‘ Tracking Set * Attribute Attribute Value
@] ‘ Checking Account (Account) Account Type CK
@] ‘ Checking Account (Account) Major Type CK
@] ‘ Checking Account (Account) Status Open
@] ‘ Mortgage Loan (Account) Major Type MTG
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To add additional Tracking Sets, click | ¥°? | and then select the Tracking Set (required); additionally,
select an Attribute (optional) and enter an Attribute Value (required if Attribute is selected).

Accounts

General Attributes Security

+ Add Add Tracking Set X
]

4 Tracking Sets &

Attribute

O | Tracking Set - Add Tracking Set X

‘ Checking Account

racking Set*
el =

O | Checking Account

Attribute Velue

For details on the Tracking & Tracking Sets tabs: Document Tracking.

Export Security for an Entity
To export to Excel a list of all Users with access to Entities, select at least one Entity from the

& Export Security

list and then click

Manage Entity Types
[ + Add H & Import H & Export l & Export Sewrity
9 Entity Types Filter..
O | Internal Name Singular Name Plural Name D
Account Account Accounts 1
Customer Customer Customers 2
O | Employee Employee Employees 4
O | Events Events Events 8

The file will include Users, Groups and the specific Permissions granted to them for the Entity.

V.11.3 24 2023



Setup - Data- Lookups

‘.( w identifi

C) connect what matters,
-y

Allows Users to Add, Delete and Modify Document Type Lookups.

et ¥
“eula: identifi
= Manage Lookups
[ De ’ +4dd || M Delete
] Documents >
< Tracking > 4 Lookups
& Desktop Sign > O | Name =
i >
= EiEEEm O | Data Sync Primary Entitiy-Employee by Tax ID #
. Workflow >
O | Data Sync Primary Entity - Account by Acct #
B Reporting >
O | Data Sync Primary Entity - Customer by Tax ID #
l&a Analytics
0O | Data Sync Primary Entity - Vendors by Vendor Name
£ Setup v
2 Data v
Attributes
Entity Types
Lookups &

Lookups are associated with an Entity Type
and can also be set to associate with that
Entity Type's Related Entities.

The Lookup Settings determine what type of data is updated on documents as host data

changes.

Data Sync Primary Entity - Account by Acct #

General Triggers Document Types Ordering/Filtering

Name *

Data Sync Primary Entity - Account by Acct #

Lookup Settings

Entity Type *

Accounts v

Related Entity Type

Customers

Data Sync Primary Entity - Account by Acct #

General Triggers Document Types Ordering/Filtering

1 Trigger

O | Trigger Attribute «

O | Account Number

When assigned to a Document Type, the Lookup Trigger field
is marked with a magnifying glass in the Indexing Panel, and

associated fields are locked for editing.

V.11.3 25

Data Sync Primary Entity - Account by Acct #
Ge ggers ::‘:-‘m@j Types

+20d || @oekete |

187 Document Types

O | Display Name

O | ACCOUNT INFORMATION SHEET

O | ACH DEBIT STOP PAYMENT REQUEST

O | ACH UNAUTHORIZED DEBIT

[0 acynnun SOCCHENT NS sCoIC g

Account Number * ?ﬂ Open Date Status

v 33477423000000&1. LOOkuf',,aftjbufff"Ckm:,frcle S N
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The Ordering/Filtering tab is visible when the Lookup is enabled to synchronize related

entity data. This allows the order and filter of the related entities that are returned and
displayed as part of the lookup.

Data Sync Primary Entity - Account by Acct #

Genera. Triggers Document Types Ordering/Filtering

Listed Order

Order By

Relationship Role
Roles

TAX (TAX)
OWN (OWN)
SIGN (SIGN)
LNCO (LNCO)
DBA (DBA)
GUAR (GUAR)
TRST (TRST)
CUST (CUST)

GRDN (GRDN)

@ Include unlisted values
Sorted Order

@ Show in Sorted Ordel

Sorted Order
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Allows Users to Add new Applications, as well
as modify, Delete, or Merge existing ones.

Applications
£ Data 3
+4dd | irMerge  [@Delete & Export Securit
[0 Documents 3 g i y
<« Tracking 3
» : 27 Applications
# Deskiop eSign >
A~ Online eSign >
O | Singular Name
i Workflow 3
L [ | ABCApplication
B Reporting >
I Analytics [ | Application 1
% Setup v () | Application 10
) BEE > (O | Application11
] Documents v
(O | Application 12
Applications
ol peieiinoas

Adding an Application

+ Add
Select from the top menu.

Enter the name of the new Application in
the Singular Name field and the plural
form of the name in Plural Name. If the
Application will be document text
indexed and/or will contain COLD
Reports, select the appropriate check
boxes.

[ Save

When finished, click .

Add New Application

General
Internal Name Singular Name *
Plural Name * Display Name Formula
Hide Document Title Override Document Text Index

The Internal Name will be automatically created by the sytem and is the Application’s name in

the SQL table.
Internal Name Singular Name
Loan Loan
Plural Name Display Name Formula
Loans ‘Account# ' + _AccountNumber
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Deleting an Application
Ul Singular Name “ Plural Name
Place a checkmark next to the Application that will be 0 1 Compliance Compliance
removed, then select ] from the top menu.
& Delete P %‘ 2 Customer Customers
. lete | IS . i i
Then click in the dialogue box. Delete Applications x

Are you sure you want to delete the selected applications?

Merging Applications

Place a checkmark next to the Application that will be ‘absorbed’, then click

menu.

In the dialogue box, select the target Application from the

. Merge
dropdown menu and click -

Modifying an Application

Open an Application’s details by clicking its Name

Under the General tab, select to open the fields and make changes.

1t Merge

from the top

Merge Applications X

WARNING: Clicking ‘Merge’ will permanently merge the selected
Applications into the Target Application. Also, eSign forms using the
Merge Application will be updated to use the Target Application

Choose a target application to merge into:

Compliance -

cance m

Singular Name *

Compliance

Compliance

General At

[# Edit

Compliance

@ Attributes Document Types Security

Internal Name

Compliance

Plural Name *

Compliance

Hide Document Title Override

]

lmtmmmal b

Singular Name *

Compliance

Display Name Formula

[trim(rtrim(coalesce(_Ven

Document Text Index

Click when finished.
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The Singular and Plural Names can be edited here, however the Internal Name is created by the
sytem when the Application is intially created and cannot be modified. It is the Application’s

name in the SQL table.

Display Name Formula: Determines how documents stored in this
Application will be titled. It is a SQL formula made up of a document
type and other attributes associated with the application.

Display Mame Formula =

Best Practice: Copy the Display Name Formula from another Application and replace the attributes as needed,
being sure to leave all other characters and spaces intact.

Example: Itrim(rtrim(coalesce(_VendorName,") +' '+ DocumentTypeDisplayName + ' ' + coalesce(convert(varchar,
_DocumentDate, 111),") + -' + coalesce(convert(varchar, _ExpirationDate, 111),'No Exp.")))

Hide Document Title Override: Checking this box hides the
Document Title Override field from appearing in the indexing
_ panel for documents stored in the Application. Anything
¥ This file starts a new document . . . .

entered in the Document Title Override field replaces the
ek oce automatic titling of the document based on the Application’s

Attributes ’v DISplay Name Formula.

Document Title Override (optional)

Under the Attributes tab, the list of attributes associated with
Document Type * the Application is presented. This list is populated based on
[ Ipeect Document Type - || the attributes on the Document Types that make up the
Application.

[ Hide Document Title Cverride

Settings for attributes within the Application can be adjusted here:

Compliance

General Document Types Security

[ % Sequence M [ Mass Edit }

24 Attributes Filter.
O | Name ID  DataType Dictionary Sequence*  Searchable Wildcard Searchable Show In Search Results Detail Visible ~ Computed ~ Multivalue
O | Document Date 62 DateTime None 1 v v v

[m]

~== As Document Types are added, their Attributes are added to the Application. Likewise, when a Document
Type is removed, its unique Attributes are removed from the Application.

o Data Type- displays the Data Type of the attribute, not typically modified here.
« Dictionary- displays whether the attribute has a dictionary value (drop-down menu for the
attribute during batch indexing and on the indexing panel.)
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Sequence- designates the position of the attribute on the Indexing Panel of a document

stored in the Application. Attributes can be reordered here.
Searchable- enables the attribute to be searchable through
Document Search.

Wildcard Searchable- enables the attribute to be searchable by
entering a partial term with an asterisk.

Show in Search Results- enables the attribute to show as a
column in Document Search.

Detail Visible- enables the attribute to be shown on the Indexing
Panel of a document stored in the Application.

Computed- indicates if an attribute has a computed formula
associated with it. This field cannot be changed without adding
or removing a computed formula from the attribute.

Multi Value- indicates if an attribute is part of a multi value group,
not typically modified here

Edit Document Date Attribute
Display Name
Document Date

Dictionary Type
None

Compute Formula *

@ Searchable card Searchable

Show in Search Results Detail Visible

Update Attribute(s) on Application

Changes Can be made to mu“'lple Comp|iance Searchable
Attributes within an Application by Donit Update
. . . Genera Attributes Document Types Security
selecting the Attributes and selecting Widcard Searchable
Don't Update
UM&ﬁS Edit Searchable also automatically set to true and only applicable to string fields
) Show In Search Results
24 Attributes Don't Update
O | Name ID DataType Detail Visible
Don't Update
Document Date 62 DateTime
Expiration Date 66 DateTime
Cancel jpdate
Under the Document Types tab, Document Types can be added to, or deleted from the
Application
Compliance
Genera
10 Document Types Filter.
O | Name + Code
O | COBBLESTONE REPORTS
O | Deposit Authorization
0 | HEALY & HEALY REPORTS
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Under the Security tab, Users are granted Permissions for the Document Types within the
Application. The permissions applied here extend to all documents stored in the Application, unless
there is security set at the Doc Type or Attribute level.

Compliance |
seneral trit u pe€ P . . . . .
e e mew’ For a description of each Permission, see Identifi User Permissions

1 User / Group Filter..
O| Type Name= View Download & Print View Note Add Note Change Note Add Index Revise Delete
O & Training v v v v v v

Export Security for an Application

To export to Excel a list of all Users with access to

Applications, select at least one Application from the [ s ][ o ETEE ][ D } B

list and then click “Export Security.”

| Download Application Security

&, Export Security

The file will include Users, Groups and the specific 14 Applications

Permissions granted to them for the Application. Olp Singular Name Plural Name

1 Compliance Compliance

V.11.3 31 2023



..( w identifi

C) connect what matters,
-y

Setup-Documents-Doc Groups

Saa; identifi
e Allows Users to Add new Document Groups, as well as
=  Manage Document Groups modify or Delete existing groups

1 Documents

< Trackin:
9 6 Document Type Groups

& Desktop eSign

v vV v v v v v

O | Display Name
W~ Online eSign
2 Workflow O | 401K Forms
B Reporting O | DDA Reports
4 Analytics O | Financial Reports
£ Setup v O | Loan Closing Documents
€ Data > O | Loan Reports
B Documents N O | New Employee Forms

Applications

Doc Groups

Adding a Document Group

A . Add New Document Type Groy
Select from the top menu. Enter a Display Name for ypemo

the group and click Save. Once saved, Document Types
can be added to the group under the Document Types tab | = |
(see Modifying Document Groups below). vl Name

General

Deleting a Document Group

Delete Document Type Groups

Place a checkmark next to the Document Group to

Are you sure you want to delete the selected document type groups?

be removed, then select from the top menu. |

Modifying a Document Group

Open a Document Group'’s details by clicking its Display Name.

40IKForms
401K orms Under the General tab, the Display Name canbe | ... .o
General Document Types edlted- %
y =+ Add W Delete
fe Eor Under the Document Types tab, users can Add T
or Delete Document Types.
Display Name [ | Display Name ~
401K Forms [ | 401K - BENEFICIARY CHANGE FORM
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‘el identifi
Document Types
S Data >
+Add  itMerge  [@Delste & Export Security [ Delete Tracking Requirements
[ Documents >
4 Tracking >
558 Document Types
# Desktop eSign >
A~ Online eSign >
5 Workflow > O | Display Name Code Application(s)
B Reporting > O | 2021 Application (HR, Examples)
s Anzlytics
B Setup ~ (D | 30-60-90 EMPLOYEE REVIEW (HR, Tests, Examples)
£ Data >
[ | 4071K- BENEFICIARY CHANGE FORM HR
[ Documents v
Applications [0 | 407K - BENEFICIARY DESIGNATION FORM HR
Doc Groups
Doc Types [0 | 407K - BENEFIT PAYMENT REQUEST HR
File Types
| 407K - FNROI | MENT - RENEFICIABY DESIGNATION EORM HE

‘.( w identifi

C) connect what matters,

Allows Users to Add new Document
Types, as well as modify, Delete, or
Merge existing ones.

Data
Documents
Tracking
Desktop eSign
Online eSign
Workflow

Reporting

F e ryS 400

Analytics

-]

Setup

£ Data

[ Documents
Applications
Doc Groups

Doc Types

Adding a Document Type

Document Types

<+ Add 3rMerge [i] Delete

357 Document Types

& Export Security

[ Delete Tracking Requirements

(Al Applications)

V‘ Filter o

Security Days Grace
(O | Display Name * Code Application(s) Retention Policy Profile Due Days Frequency Created
(O | 2021 Application (HR, Examples) Retainat least 2 years Test 0 0 Onetime  3/29/2021

and at most 25 months

30-60-90 EI\IPLC‘v‘i

401K - BENEFICIAR]

[ | 407K - BENEFICIAR)
FORM

[0 | 407K - BENEFIT PA

Note: Delete Tracking Requirements and the Days Due,
Grace Days and Frequency columns will appear only on
installations with Tracking enabled. Details on
Document Tracking Requirements are found here.

1:27:18 PM

Recurring

Onetime

Onetime

One-time

Select from the top

menu.

Enter the Display Name of
the Document Type and click

-

Add Document Type

General

X Cancel B save

Display Name + Code

Retention Policy

Lookup

(Neng) v (None)

Once saved, attributes and security can be added to the document type. Additionally, the
document type can be added to Applications and Document Groups. See Modifying Document
Types below. Note: For a shortcut, see Cloning a Document Type.

V.11.3
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Deleting a Document Type
Place a checkmark next to the Document Type

Delete Document Types

& Delete
to be removed, then Select from the top Are you sure you want 1o delete the selectad document types?
menu.

Cancel

If documents are currently stored as the
Document Type, the system will not allow it to
be deleted.

Merging Document Types

Merge Document Types - Choose Target Document Type

Place a checkmark next to the Document Type that

Choose a Document Type to merge into *

arMerge 401K - ENROLLMENT - CONTRIBUTION ELECTIONS x v

will be ‘absorbed’, then click in the top menu.

In the dialogue box, select the target Application from

the dropdown menu and click m

Note: This process does not move the Document
Type into the target Document Type’s Application.

Example: Document Type Authorization Form, found in the Customer Application, is merged with
the Document Type Consent Form, found in the HR Application. The result is one Document Type
called Consent Form, found in both the Customer and HR Applications.

[l Title = Application Document Type
]| €& 111111111 John Doe Consent Form 2017/09/12 HR Consent Form
]| & 222222227 Jane Doe Consent Form 2017/09/12 Customers Consent Form
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Modifying a Document Type
Open a Document Type's details by clicking its Display Name.

Under the General tab, select to open the fields and make changes.

Customer Doc

@tr butes Applications Security Doc Groups Tracking Tracking Sets

[ Edit  §>§ Clone

Display Name Code

Customer Doc

Retention Policy Lookup

Retain at most 6 days from Storage Date Customer lookup by CustTypeandNumber

Created Date

12/13/2022 9:39:29 AM

Note: See Cloning a Document Type for details on that process.

Under the Attributes tab, the list of attributes on the Document Type is presented. Users can
Add and Delete attributes here.

Customer Doc

Genera ﬁ.pp ications Security Doc Groups Tracking Tracking Sets

=+ Add T Delete
6 Attributes Filter.

Name « Required Multi-value Multi-value Group Computed

Customer Number

Customer Type

0O 0o o]0

Customer Type And Number

Settings for attributes within the Application can be adjusted here:

¢ Required- designates the attribute as required for indexing.

e Multi Value- indicates if an attribute is part of a multi value group

e Multi Value Group- indicates the multi value group the attribute belongs to

e Computed- indicates if an attribute has a computed formula associated with it
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Under the Applications tab, Document Types can be added to, or deleted from Applications.

N\

+Add T Delete

2 Applications

O | Application Name

General Attributes Applications Security Doc Groups Tracking Tracking Sets
L

O | Examples

O  HR

Under the Security tab, Users are granted Permissions for the document images stored as the
Document Types. Without specific security set here, the documents are accessible based on the Doc

Type's Application security settings.

Customer Doc

‘ + Add | [ Delete

Add Document Type Security

Security Profile

(None)

0 Users / Groups

There is no specific security defined for this document type

General Attributes Application: Dpc Groups

Tracking Tracking Sets

Add Securnity for Customer Doc Document Type

Select Users & Groups Apply Permissions

7 Groups Show Groups v Filte O | Permissions.

View
] Group =
Download & Print
A& (Al Users)

a

View Note

For a description of each Permission,
see Identifi User Permissions.
Security Profiles offer a way to set
Document Type security for several
Users/ Groups at once. See more
here.

V.11.3

O | % Administrators
Add Note

a

32 Billys Mew and Improved Group Multitab Add Page

a

Change Note
() | 48  Billys Test Group (INT1)

a

Index
O | 4 MsttTest

Aevise

a

8 Mise Test changed

]

Delete
[ | %& UserRole2

Note: As security is placed on a document type

granting a User/Group access, all others will be m
k=== prevented from viewing documents stored as that —
Doc Type. Therefore, if Document Type Security is

used, all users/groups that need to be able to access

the doc type must be added here.
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Under the Document Groups tab, the list of document groups that the Document Type belongs
to is presented. Users can Add the document type to groups here, as well as Delete them from

groups.

+ 4dd

Ty Delete

0 Document Type Groups

There are no Document Type Groups associated with this document type.

cations Security Doc Groups racking Tracking Sets

Dor O

For details of the Tracking and Tracking Sets tabs, see here.

Cloning a Document Type

General

# Edit

Attributes

f>dClone

Under the General tab, select the button.

Document Cloning allows Users to quickly create a new Document
Type, replicating the original document type’s Application(s),
Attributes, Retention, Security and Document Type Groups in a single
step.

Clone Document Type

document type should retain the attributes, security, retention policy and associated

Enter a Display Name for the new document type B
and, optionally, a short-hand Code.
Display Name. Code
Click in the box for any of the settings that should
not be copied on the new document type. @htrioutes
Wisecurity
Click and the new Doc Type will be saved. Retention

V.11.3

@ Applications

®iDocument Type Groups

Cancel

Enter the new document type display name and code. Then select whether or not the new

Clone
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Export Security for Document Types

To export to Excel a list of all Users with access Document Types

to Document Types, select at least one
Document Type from the list and then click

&, Export Security

The file will include Users, Groups

specific Permissions granted to them for the

Document Type.

Setup - Documents-File Types

= FleT Many different types of files can be stored within Identifi and
. : ) several are configured at the time of installation. In this menu,
M Dosuments . ++~4  woeee | new file types can be added and existing ones can be deleted
< Tracking > or mOdIerd
37 File Types
& Desktop esign »
J Online eSign »
O | Name =
it Workflow >
[ | Autocad
B Reporting »
I Analytics O] A
Q Setup v O | bmp
£ Data » 0| eFax
(] Documents v
O | Email
Applications
Doc Groups 0| e
Doc Types 0| Bxce
File Types [ | Excel
Adding a File Type
9 yp AddFile Type N
Cancel
. + 4 T .
Click and fill in the required
fields to configure additional file -
typeS . Mime Type * Compression Level
None
[ Full Text Index [ View In Browser
Deleting a File Type
Place a checkmark next to the File Type to be removed, Delete File Types

then select .

If files are currently stored as the File Type, the system

will not allow it to be deleted.

V.11.3

+aAdd  3rMerge  [WDelete | X ExportSecurity | [ Delete Tracking Requirements

ﬁ‘ Download Document Type Security

3 Document Types

and the

[ | Display Name Code Application(s)

Retention Poli

Car Loan (Loans, Accounts, things, Applica...

| forlnon flone fl nane haw | nane Accouinte th

Retain at most

Botoin ot moct

Are you surs you want 1 delste the selectad file types?
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Modifying a File Type Autocad

Click the Name of the file type to open e

its configuration details. Select e

to make changes and then click Save. P
Mime Type

application/autocad

Full Text Index

Extension

dwg

Compression Level

Medium

View In Browser

Setup-Documents-Internet Retrieval

When the Internet Retrieval product is licensed on the installation, the configuration settings are

found under the Documents menu.

= Internet Retrieval Settings

>

[] Documents >
< Tracking » Enabled
# Desktop eSign >
# Online eSign 4 General Settings
aga Workflow >

Interface Type Impersonate User *
B Reporting > e e ?

cocc v Forrest Adams

I Analytics

2 Setup w7 Document Output Format Document Date Attribute
£ Data 4 Native ~ | (Storage Date)
] Documents v
Applications %
Dot Groups
Doc Types
File Types

nternet Retrieval

Search Applications *
x Deposits x Customers
Document List Sort Order

Descending
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Retention Policies for documents stored within Identifi are created and managed here.

‘E:;.\ entih
= Manage Retention Policies
® Deta | +4dd || @Dekere

(0 Documents
«f Tracking

9 3 Retention Policies
# Desktop eSign

[w]

e Online eSigr

st 25 months from Close Date

Ret

Retain at leas
ata Workflow
Ref

5 months from Submit Date

B Reporting

O O 0o

Retain at least 5 years

e Analytics
& Setp
S Dats
[ Documents
Applications
Doc Groups
Doc Types
File Types
Interet Retrieval

Retention

Policies can be applied to multiple Document Types; however, a Document Type can have only

one Retention Policy associated with it.

Retention can be based on any date attribute (i.e. Document Date, Storage Date, Close Date, etc.)

and set in Days, Months, or Years.

Creating a Retention Policy

Click in the upper menu.

A policy can have two parameters, At Least and At Most, and it is a best practice to set both in
order to prevent documents from being deleted in error.

o Retain At Least determines time
frame in which the documents cannot
be deleted.

*Note: a user with the Administrator Role

is able to delete documents with an active
Retention Policy.

o Retain At Most will ensure the
document is deleted with Retention
Maintenance at the end of the period.

Add New Retention Policy

General

B Retain at Least

1 Years
Indicates timeframe when documents cannot be deleted.
B Retain at Most 13 Months
Indicates timeframe when documents are eligible for deletion by retention
From Close Date -

Note: The policy above will prevent the documents from being deleted for
one year from the Close Date and will allow the documents to be deleted
with Retention Maintenance one year and one month after Close Date.

V.11.3

40 2023




Modifying a Retention Policy

D Retain at most 2 years from Storage Date Changes

Under the General tab, click Edit to open the fields
for changes.

..( w identifi
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O | Retention Policy * Click the title of a Retention Policy to see its details and make

Retain at least 1 year and at most 13 months from Close Date

Under the Document Types tab, Document Types can be

added to or removed from the Retention Policy.

Use the drop-down box to select Document Types within

a specific Application.

Deleting a Retention Policy

Place a checkmark next to the Retention Policy to be removed,

Delete selected Retention Policies

then click

Delete Retention Policies X

Are you sure you want to delete the selected Retention Policies?

V.11.3 41

General Document Types
r.g Etﬁ
e ot 1 Years =
meframe when documents cannot be deleted
B Retainat Most 13 Months +
Indicates timeframe when documents are eligible for deletion by retention
B Close Date -
Add Document Type to Retention Palicy X
187 Document Types |4l applications) » Fi
O ' Document Type (All Applications)
O | ACCOUNT INFORMATION SHEET Compliance
O | ACH DEBIT STOP PAYMENT REQUEST
O | ACH UNAUTHORIZED DEBIT
O | ACKNOWLEDGEMENT OF ASSIGNMENT
O | ADDENDUM Facillties
O | AFFIDAVIT AS TO DEBT =
O | APPLICATION
O

APPLICATION SUMMARY

APPRAISAL

o a

APPRAISAL REVIEW

ASSIGNMENT OF LIEN

ATM-DEBIT CARD APPLICATION

O 0 O

ATTORNEY'S OPINION

o

AUTHORIZATION FOR PREAUTHORIZED PAYMENTS

Manage Retention Policies

4 Retention Policies

O | Retention Policy

Retain at least 1 year and at most 13 months from Close Date

[ | Dotain ot lonct P upare and ot minct 98 manthe fram Claca Doty
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Setup-Documents-Security Profiles

Security Profiles allow for complex security to be applied to Document Types, based on
Permissions and involving multiple Users/Groups, with just a couple of steps.

Administrators are able to Add new Security Profiles, as well as Delete or modify existing ones.

A dent s
= M ity Profil
T - anage SECUFIty rories
B Reporting >
laa Analytics
& Setup v 2 Security Profiles ‘ De ‘
5 Data > E
O | Display Name *
[ Documents v e
ieposit Ops . . .
Asplications o F— Note: Only one Security Profile can be assigned per Document Type.
oan Departmen . . . . .
Dos Groups When a Document Type is added to a Security Profile, it is removed

from any other Security Profiles

Adding a Security Profile

Manage Security Profiles
Click in the upper menu. A
v

Add Security Profile

Enter a Display Name and select Save.

Security Profile Detail

General

Save Changes

Display Name *

| New Security Profiles #0071

Under the Security tab, click Add to select Users/Groups and make the
appropriate selections for their permissions to documents under this Security
Profile. Click Save.

Add Security

Ié-

Add Security for New Security Profile# 001 profile X
% Sally EndUser x| Sheila Nolder X -
@ Vie Download & Print View Note Add Note
Change Note Index Revise Delete
Cancel Save
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Under the Document Types tab, click Add to select the Document Types to which this Security
Profile will be assigned.

General Security Deoc Types

‘ +Aj§,g ‘ fi] Delete

Add Document Types to Security Profile

Add Document Types to Security Profile X

2 Document Types Loans v Agreement

0 ‘ Document Type *

‘ Privacy Agreement

‘ Security Agreement

Cancel m

Deleting a Security Profile

Place a checkmark next to the Security Profile to be removed, then click .

Delete Security Profiles

Are you sure you want to delete the selected Security Profile(s)?
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Setup-Documents-Search
Determine what System Attributes are represented as columns in Search Results.

= Dsta
[ Documents
«f Tracking
& Deskiop eSign
F- Online eSign
o5 Workflow
B Reporting
& Analytics
Q& Setup
= Data
[) Documents
Applications
Doc Groups
Doc Types
File Types
Internet Retrieval
Retenticn

Security Profiles

g

£arcn

Document Search Settings

System Attributes Shown In Search Results

Document ID
Sync Status
Application
Document Type
Batch ID

Pages

File Size (Bytes)
File Typs
Storage Date

Created By

‘.i: w identifi

C) connect what matters,
-y

~dd attribute

Revision Date

Clicking Edit
allows users to
add additional
attributes to
the list.

Selecting the trashcan
icon to the far right of

the attribute will

remove it from the list.

Pages

L1

L3

Filz Size (Bytes)

Storage Date
F Stor T/\\, ¢
F FileType

- mal T

V.11.3
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Remaove attribute

Use the arrows
icon to the left of
the attribute to
drag and drop to
another location
in the list.

Top to bottom= left to right in

Search Results.
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Setup-Documents-Storage

File paths and storage limits, can be viewed and adjusted here. Preferences related to batches
are also set here.

Setup->Installation->Document Storage

Under the Document Storage tab, storage limits, file paths can be viewed and adjusted.

Document Storage Settings

[ Documents >
o Tracking > Storage Limits
& B : Max Disks Per Volume M Files Per Bisk
¥ Online e5ign >
P g =2 The number of days transferred o
B Reportin e batches will remain on the client after "™ ===
I nalytics o completion is set here. N _
& Sewp . Max Megabytes Indexing RAM Recover Space When Inactive Disk Size Reaches
200 5]
® Dein ’ 0% = Don't recover disk space]
5 Peamans - Days To Keep Transferred Scan Batches On Client Days To Keep Transferred eSign Packages On Client
Applications 30 2
Doc Groups .
A The ability for Scan Users to delete

T File Paths their own batches is set here.

Internet Retrieval

Retention Default Storage Path Default Batch Path

Security Profiles C\ldentifi\Storage C:\ldentifi\Storage
Search Document Text Index Path Document Text Search Path
Storage Cdentifi\Storage Co\ldentifl\Storags
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Setup-Documents-Text Indexes

Document Text Indexes

£ Data >

The Text Indexes for any types of
documents that are document text indexed

T Delets B . B
[] Documents » n the |nsta”at|0n.
< Tracking b
2 ltems
#" Deskiop eSign >
A Online eSign >
(O | Application Index Online Size
it Workflow >
R [ | InsightReports 1 v 133.83 MB
B Reporting >
I Analytics O | news 1 v 0.88 MB
2 Setup v
£ Data >
] Documents v

Applications
Doc Groups

Doc Types

File Types
Internet Retrieval
Retention
Security Profiles

Text Indexes

Setup-Imaging-Barcodes

Barcode Formats are managed from this menu. Users are able to add new barcode formats
and delete or modify existing ones.

Barcode Formats

&ta WOTKTIOW > .
B Reporting > +Add [ Delete
laa  Analytics
£ Setup w7 7 Barcode Formats
S Data >
(] Documents > . Bar
Display Name TyH
[ DeskiopeSign >
a-identifi Break Doc Coc
M Online eSign
B8] Imaging 0O | ck-sAv-TD Cod
Barcodes
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Adding a Barcode Format
Click - and enter the appropriate information and select Save when finished.
Barcode Format: CK-SAV-TD
General Document Types Attributes Scan Plans
X Cancel
Display Name * Barcode Type
CK-SAV-TD Code 39 v
Direction *
Cover Page (discarded during page processing) Horizontal, left to right
O Horizontal, right to left
O Vertical, top to bottom
O Vertical, bottom to tep
Identify by Length Identify by Value ]
Comparison Type * Length *
Equal To v 29
Document Type Rule Page Number Rule
Daciiment Tyne or Dociiment Rille « Comparisan Tvne =

See Modifying a Barcode Format below for instructions to add Document Types, Attributes and
Scan Plans to the Barcode Format just created.

Delete Barcode Formats

Deleting a Barcode Format

Are you sure you want 1o delete the selected barcode formats?

Place a checkmark next to the Barcode

& Delet:
Format to be removed, then select .
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Modifying a Barcode Format
Click the Name of the Barcode Format to

open its configuration details.

Under the General tab, select to make
changes and then click Save.

Under the Document Types tab,
Format.

% identifi

.. :. connect what matters,

Barcode Format: CK-SAV-TD

General Document Types Attributes Scan Plans

£ Edit

Display Name

CK-SAV-TD

Cover Page (discarded during page processing)

Identify by Length

Equalto 29

Document Type Rule

Contains document type at position 24

Barcode Type
Code 39
Direction

| Horizontal, left to right
Horizontal, right to left
Vertical, top to bottom

Vertical, bottom to top

Identify by Value

Page Number Rule

Start at position Z8for Zcharacters

Barcode Format: CK-SAV-TD

Genera Document Types Attributes

+add @ Delete

2 Document Types

[ | Display Name

Recognition Values

[ | ACCOUNT INFORMATION SHEET

[0 | CERTIFICATE OF DEPOSIT

17

1025

Under the Attributes tab, Attributes are added to or

deleted from the Barcode Format.

Barcode Format Attribute

Attribute*
Data Rule*

Remove all occurrences of the leading character

cance m

V.11.3
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Document Types can be added to or deleted from the Barcode

Barcode Format: CK-SAV-TD

General Document Types Atlrlnt§s
+ Add W Delete
1 ltem

[ | Display Name

Data Rule

[ | Account Number

Start at position 2for 22characters

When adding an Attribute, select the Attribute
from the drop-down menu. Then apply the
appropriate Data Rule and indicate if any leading
characters (such as zeros) should be removed.
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Barcode Format: CK-SAV-TD

Genera Document Types Attributes

Scan Dla&s

+ Aad W Delete

2 ltems

[ | Display Name

[ | Depesit-BW

[ | Deposits-BW Auto Archive

Setup-Imaging-Hardware Profiles

..( w identifi

C) connect what matters,
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Under the Scan Plans tab, Scan Plans are added to or
deleted from the Barcode Format.

When adding a Scan Plan, the list of all Scan Plans on the
installation is presented and multiple scan plans can be

selected at one time.

Add Barcode Formats to Scan Plan

12 Scan Plans

Display Name “

Compliance-BW

O oO|oO

Compliance-BW Auto Archive

| Cisinmaraw

Allows Users to manage Hardware Profiles. Profiles can be modified, Deleted, Exported as an

.xml and Imported from this menu.

ES e
3,(3. identifi

Hardware Profiles

s -
-
= Hardware Profiles
& Data Hardware profiles are now added directly from the Identifi Scan client X
) Documents >
4 Tracking > | BDelete ‘ & Export H 2 Import ‘
# Desktop eSign
- Online eSign 5 Hardware Profiles ®
%2 Workflow > O | Display Name * Scanner Default Profile for Scanner
B Reporting : O | canon 2580 € Calor Canon DR-2580C TWAIN
& Analytics O | Canon 2580C BW Canon DR-2580C TWAIN
& Setup
U | Canon DR2010 - Auto Color Canon DR-2010C TWAIN
S Data > =
0J | Canon DR2010-BW Canon DR-2010C TWAIN
1 Documents
O | Canon DRC240 Canon DR-C240 TWAIN v
3 Desktop eSign
- Online eSign >
£ Imaging
Barcodes

New Hardware Profiles are added through the Scan Client.

V.11.3
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Note: New Hardware Profiles are
added through the ;ch Client

B8 Q& B @)>. B W

Scan Pan Ao Insert Replace Remove Profies Joavoer Comglete Cancet
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Creating a New Hardware Profile 8

1.

..( w identifi
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iDentifiScan

From the Start Menu, launch the
Scan client.

BB & O & &
Sonfiun | i rsert_fegace Femove Botae | Proley scsmer | Coplete_Canet

S .| & &

Canon  Auto Color
Canian DR2010- B/ _ =

DRC240

£ Hardware Profiles =
2. Click Profiles in the menu bar, then select Add .
Can DR -
3. Enter a Display Name. S —
With the scanner connected to the PC and the = '
driver installed, the new scanner should be listed TipeC2560 Scarner
under the dropdown. _ CotnTen |
Save Cancel
Click Save. s
Clese
4. The new Profile will then appear in the B
. . ] | New Scanner Canon DR-2010C TWAIN
list and can be configured. &
Modifying a Hardware Profile
Under the General tab, the Name of the profile can be edited.
Canon 2580 C Color
General Scanner Settings
(
Canon 2580 C Color
Display Name General Scanner Settings Seanner
Canon 2580 C Color Canon DR-2580C TWAIN
Display Name *
| Canon 2380 C Coler
Default Profile for Scanner
V.11.3 50 2023
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Under the Scanner Settings tab, Scanner Settings can be added and removed.

Canon 2580 C Color

General  Scanner Settings

7 Scanner Setting Filter...

O | Display Name * Resolution (DPI) Pixel Type Color Depth (BPP) Page Size

O | Auto Color 300 Color 8 None

Setup-Imaging-Scan Plans
Allows Users to Add new Scan Plans, as well as Delete or modify existing Scan Plans.

ScanPlans
£ Data >
+ Add [ Delete
[ Decuments > .
< Tracking >
10 Scan Plans
& Desktop e5ign >
A~ Online eSign > .
O | ScanPlan * Scanner Setting
s Workflow >
N [J | 400dpi coler 400dpi color
B Reporting >
I Analytics [0 | BarcodeTest BwW200
R Setup v [J | BCBO- 150 DPI BCBO-150 DRI
£ Data > 0O | BcBo-3000RI BCEO - 300 DRI
[ Documents >
[ | Loans B/W Tricia Test - BW
[ Desktop eSign >
[ | QR Barcodes BCBO-300DRI
A Online eSign >
& Imaging . [0 | ReceiptPlan Receipt Setting
Barcodes ) | ToBC 8CBO - 300 DRI
Hardware Profiles [ Tricia Test 2w Tricia Test - BW
Scan Plans
(] | Tricia Test color Tricia Test - color
Scanner Settings
Adding a Scan Plan Scan Plans

Click in the upper menu and enter the plan’s details.
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Add Scan Plan

| General ‘

Display Name * Scanner Setting *

[ ] [Select scanner setting... v l
Document Type Sticky Mode

[Select document Type... - l [None A l
| Applications

[ Add application. ..

] Allow Sticky Mode Override () Automatically Archive () Require Batch Title

() Perform Image Cleanup ) Force Pages Per Document

Note: Scan Plans can have more than one Application assigned. This configuration enables
Users to index documents across multiple Applications.

The system will assign the first Application selected as the Default Application; however, this can
be changed.

Applications
Customers -
Deposits
Make Default
Add application.. -

Deleting a Scan Plan

Place a checkmark next to Scan Plan to be removed, then select .

Delete Scan Plans

Are you sure you want 1o delete the selected scan plans?
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Modifying a Scan Plan

Under the General tab the basic details and settings of the Scan Plan can be edited.

Compliance-BW

General Barcode Formats Security

X Cancel || @ Save

Display Name * Scanner Setting *
Compliance-BW BW -

Document Type Sticky Mode
Select document Type. - Attributes -

Applications
Compliance  ([EEERD
Add application -

Allow Sticky Mode Override Automatically Archive Require Batch Title

Perform Image Cleanup Force Pages Per Document

Under the Barcode Formats tab, Barcode Formats can be added to or deleted Compliance-BW
from the Scan Plan.

General Barcode Formats Security

+ Add iy Delete

Under the Security tab, Users and Groups can be
added to the Scan Plan.

Compliance-BW

2 Barcode Formats

General Barcode Formats Security
[ | Format Name

+ Add W Delete [ | identifi Break Doc

[ | identifi Doc Type Break Docs

0 Users / Groups

Setup-Imaging-Scanner Settings

Allows User to Add new Scanner Settings and Delete or Modify existing ones.

s <
-;5:.- identifi :
= Scanner Settings
a%a Workflow o -
B Reporting > WDelcte
I Analytics
£ Setup v 8 Scanner Settings Filter
£ Data > O | Display Name * Resolution (DPI) Pixel Type Color Depth (BPP) Page Size
0 Documents 4 O | 400dpi color 400 Color 8 None
Sb=tEpesEn > O BCB0-150 DPI 150 BlackAndwhite 1 LetterUs
- Online eSign >
Y O | BCBO-300 DPI 300 BlackAndWhite 1 None
G Imaging ™
O | Bw 400 400 BlackAndWhite 1 None
Barcodes
O | BW200 200 BlackAndWhite 1 LetterUs
Hardware Profiles
O Receipt Setting 300 BlackAndWhite 1 None
Scan Plans
O | Tricia Test-BW 300 BlackAndWhite 1 None

Scanner Setting:
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Adding a Scanner Setting

. = . ., . .
Click == |in the upper menu and enter the Scanner Setting’s details and click Save.

Add Scanner Setting

General

Identification

Display Name * Resolution * Page Size

None

Color

Pixel Type Color Depth

Black and White - Black and White hd

Deleting a Scanner Setting

& Delete

Place a checkmark next to Scan Plan to be removed, then select

Scanner Settings

[ill Delete

Delete selected scanner settings

Delete Scanner Settings

8 Scanner Settings

) . :
O | Display Name Resolutio Are you sure you want 1o delete the selected scanner settings?

400dpi color 400
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Modifying a Scanner Setting
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Under the General tab the basic details and settings of the Scanner Setting can be edited.

400dpi color

# Edit

Identification

Display Name
400dpi color

Color

Pixel Type

Color

General Hardware Profiles

Resolution
400

Color Depth
- 256 Colors

Page Size

None

Under the Hardware Profiles tab, the Scanner Setting can be Added to and Deleted from
Hardware Profiles.

"}_@vdemﬁ
o5 Workflow >
B Reporting >
I Analytics
& Setup v
& Data >
[] Documents >

[ Desktop eSign >

# Online eSign >
B2 Imaging 4
Barcodes

Hardware Profiles

Scan Plans
Scanner Settings
D eReceipt >

V.11.3

B

Home Scanner

General ~ Scanner Settings

+acd [ @pekete |

7 Scanner Settings e [ @ ‘

L

O | Display Name = Resolution (DP1) Pixel Type Color Depth (BPP) Page Size
O | 400dpi color 400 Color 8 None

O | 8c80-150DPI 150 Black and White 1 LetterUs

O | BCBO- 300 DPI 300 Black and White 1 None

O | swao0 400 Black and White 1 None

O | BW200 200 Black and White 1 LetterUs

O | Receipt Setting 300 Black and White 1 None

. Home Scanner
Add Hardware Profile to Scanner Settings
General Scanner Settings

1 Scanner Setting ‘ Filter:

O ‘ Display Name *

(@] ‘ Tricia Test - color

55

[ Delete

Delete Hardware Profile from Selected Scanner Settings

7 Scanner Settings

0

Display Name *

Resolution (DPI)

400dpi color

400
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Setup-People -Groups

Aeidentf

aas VoI
B Reporting
s Analytics
Q& Setup
= Data
[ Documents
] Desktop eSign
- Online eSign
Eal Imaging
[J eReceipt
&% People
Groups

Roles @

Users

For details related to managing groups,
including the Users and Roles associated with
Manage Groups them, please refer to Managing Groups at the
beginning of this document.

-

l + Add “ 1 Delete ” & Export Security ]

22 Groups

[ | Group Name *

(All Users)

Hardware 2nd Approva
Hardware Approval

HR

Insight Report Power User

o o o o o O

Insight Report User

Setup-People-Roles

ey icerti
- .

For details on Roles, please refer to User Roles at the
= Manage Roles beginning of this document.
B Reporting
l& Analytics
£ Setup

O mmE 15 Roles
[ Documents [J | Role Name
[ Desktop eSign O | Administrator
- Online eSign O | Batch Administrator
T gy 0 | Batch Indexer
&) EFEEER O | Batch Scanner
8 I
FER O | bocument Mover
Groups
O | Document Type Administrator
Roles
[1 | eReceipt lser

V.11.3
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Setup-People-Users

All Users configured in Identifi.
date/time of Last Activity.

i

% identifi

connect what matters,

Active and SSO status available on this screen, as well as the

Fallidentf a-
= Manage Users
= Data >
O Documents > [ #ada ” 1 Delete [ Activate || Deactivate || Res & Export Security
o Tracking >
# Deskiop eSign : 35 Users (33 Active, 50 Licensed) Show Al Fiter (o]
- Orline eSign > ;
O | Full Name = User Name Email Active SSOLinked Last Activity
& Workfiow > —
0| Abby Ross aross aross@identifinet v 10/8/2020 10:46 AM
B Reporting >
O | Axel vion Greiff AvonGreiff AVonGreiff@identifi net v 2/8/2022 11:23 AM
I Analytics
O | Chad Sheridan csheridan csheridan@identifinet v 9/14/20181112AM
& Setup B
8 Do 5 O | Den Adams dadams dadams@identifinet v 5/0/2023 520 PM
B Documents > O | Duane Ryder dryder dryder@identifinet v 11/23/2021 1049 AM
3 Desktop eSign 4 0| EdMurray emurray emurray@identifi net e 4/19/202311:33 &AM
»OnineeSign O | Eddie Flowers eflowers v 12/7/2017 10:57 AM
B Imaging * O | Forrest Adams fadams fadamsgidentifi.net 1/13/2023 224 PM
D eReceipt v O | Frank Marcario Fiarcario FMarcario@identifi net v 6/7/2023 7:44 PM
e v ;
R O | integraDemoT admin integraDemaT identifiaccount@identifi net v 3 4:39 PM
Groups -
O Jeff Meyer jmeyer v 12/7/2017 10:29 AM
Roles
0| Jennifer Nettles Jiettles Jnettiesgidentif net v 12/7/2017 1104 AM
Users
0| Jim Bryant JBryart net v 12/7/2017 1101 AM

Clicking on a name in the list will open the User’s details.

Test User

General Groups

Roles

[ Edit Reset Password

Identification

First Name

Test

Full Name

Test User

User Name

TestUser

Useris Active

Test User

1 Group

Groups

Tl Delete

Roles

(Al Users)

Test User

General

+ Add

citia 1 Role

fai

O | Role =
Last
3 O | User

Force Password Change

Note: Please refer to Managing Users at the beginning of this document for more information on the

User Details screens, adding and deleting Users and managing Passwords.
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Setup-System-Analytics

For installations with Analytics, a list of configured custom Reports is found here. Reports can
be exported (.izrpt) and imported to another Identifi installation.

Analytics Reports
& Setup -
Z Daa X import
() Documents
3 Desktop eSign 14 Reports ‘ Filter @
4 Online eSign
Category “ Name Created Last Modified Export
& Imaging
@ e Custom ActiveWorkltems 1/13/2020 11:07:28 AM 1/13/2020 11:23:42 AM L
8 People Custom Documents to Delete Detail Tricia 3/10/202210:31:14 AM 3/10/2022 10:31:14 AM X
Trackin Custom Documents to Delete Summary Tricia 3/10/202210:29:26 AM 3/10/2022 10:29:26 AM X
g
06 System Custom Loan Exceptions With Loan Officer Data 10/15/2021 1:29:03 PM 10/15/2021 1:29:03 PM X
Analytics Custom visual Group Page Break Sample 3/16/2022 3:24:43 PM 3/16/2022 3:24:43 PM F 3
Installation(s)

Note: Identifi’'s Analytics Platform is nearing the end of life. It is being replaced with a combination of new
reporting features in the main product as well as new features that make custom reports obsolete.
For additional information, please refer to this article.

:I:-_\ identif

Reports  Dashboards + New -

Note: Identifi's Analytics Platform is nearing its end of life. It is being replaced with a combination of new reperting features in the main product
as well as new features that make custom reports obsolete. For additional information, please refer to this article.

Setup-System- Clients
All active clients on an installation will be appear here.
To remove an unused client or to open a license ‘seat’, place a checkmark in the box to the left

of the Computer Name and click Delete in the upper menu. If that particular client is launched
again and there is an open seat, it will repopulate in the list.

| Clients Sort the Client column to see all like client types together,
= |@oeee | @reeoeene | @nd use the Filter to locate a specific client.

[ Documents

] Desktop eSign

) . 5 Clients Filter...
- COnline eSign

&= Imaging O | Computer Name *  MAC Address Client Client ID Application ID Licensed On  Last Activity Version Diagnostics Requested  Diagnostics
3 eReceipt [ | IDENTIFIENGLP-L  68:3E26E58A98  Scan 3 27 11/10/2021  11/16/2021 1205PM 930336
i%% People O | IDENTIFITRNFA  74:40:8BEB:F415 DeskiopeSign 1 2 3 201:13PM  81.082
o Tracking O | IDENTIFITRNFA  74:40:BB:EB:F4:15  eReceipt 1 23 1/9/2020 1/15/2020 1:58 PM  7.4.0.263
Syst

HSEET O | IDENTIFITRNFA  74:408BEBF415  Scan 1 27 3/23/2021  1/25/20221005AM  9.40277 x

Analytics

O | IDENTIFITRNFA ~ BCAE4CFOESBB  eReceipt 2 23 1/13/2020  1/16/2020503PM  7.4.0.263
Clients
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Setup-System- Installers

ATge . .
fe s identi

A list of the installation’s available client installers will appear here. This list is determined by
the Identifi modules licensed on the installation.

From here, the clients are downloaded and can then be deployed to other workstations as

o

‘eaaidentii a
Client Installers

# Desktop eSign

- Online eSign IMPORTANT: After downloading an installer ZIP file, do not attempt to open the ZIP file directly. Instead, extract the file to a folder on disk and run the setup EXE from there.

o5 Workflow
6 Installers

B Reporting " " | a |

s Analytics Client

% Setup Scar & Auto Upgrading Installer [ RGE G g

£ Data

[ Documents

[ Desktop eSign

- Online eSign

& Imaging

3 eReceipt

48 People

«f Tracking

5 System
Analytics
Clients

Installers

eSign

eReceipt

FormDesigner

ReceiptDesigner

Uplink

& VDl Installer |

& Auto Upgrading Installer

Both Auto-Upgrading and MSI
Installers are available for Scan,

Desktop eSign and eReceipt clients.

Most installations will choose the
Auto-Upgrade clients. Only those
running in a Virtual Desktop
environment will select the VDI
installers.

Installing Identifi Clients

Auto-Upgrade Client Installation Instructions

Scan Client

O RCORIDRS

o

Locate Scan in the list of Clients and click Download.
Extract the files from the zip file before opening.
Select the location where the files will be saved.
Right-click the .exe to run the Identifi Scan Machine-Wide Installer as an administrator.

Follow the prompts, but before clicking Finish choose whether the Scan client will be installed on
the PC for the current user.

When users with the Scan User Role log in on the workstation, it will be available from the Start

menu and will fully install when launched.

eSign Client

CO I BCON SN

Locate eSign in the list of Clients and click Download.
Extract the files from the zip file before opening.
Select the location where the files will be saved.
Right-click the .exe to run the Identifi eSign Machine-Wide Installer as an administrator.

Follow the prompts. *For typical installations, it's recommended to leave all boxes checked and

click through the install wizard's prompts.*
6. When users with the Desktop eSign User Role log in on the workstation, it will be available to ‘print
to’ and will fully install when launched.
Repeat these steps for the Form Designer. Once finished, it will be available from the Start menu.
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eReceipt Client
Locate eReceipt in the list of Clients and click Download.

Extract the files from the zip file before opening.

Select the location where the files will be saved.

Right-click the .exe to run the Identifi eReceipt Machine-Wide Installer as an administrator.

Follow the prompts. *For typical installations, it's recommended to leave all boxes checked and

click through the install wizard's prompts.*

6. When users with the Desktop eReceipt User Role log in on the workstation, it will be available to
‘print to’ and will fully install when launched.

Repeat these steps for the Receipt Designer. Once finished, it will be available from the Start menu.

abkwpn=

MSI Client Installation Instructions

Scan Client

1. Locate Scan in the list of Clients and click Download.

2. Extract the files from the zip file before opening.

3. Select the location where the files will be saved.

4. Right-click the .exe to run the installer as an administrator.

5. Follow the prompts, but before clicking Finish choose whether the Scan client will be installed on

the PC for the current user.

6. When users with the Scan User Role log in on the workstation, it will be available from the Start
menu and will fully install when launched.

eSign Client

1. Locate eSign in the list of Clients and click Download.

2. Extract the files from the zip file before opening.

3. Select the location where the files will be saved.

4. Right-click the .exe to run the installer as an administrator.

5. Follow the prompts. *For typical installations, it's recommended to leave all boxes checked and
click through the install wizard's prompts.*

6. When users with the Desktop eSign User Role log in on the workstation, it will be available to

‘print to’ and will fully install when launched.

Repeat these steps for the Form Designer. Once finished, it will be available from the Start menu.

eReceipt Client
Locate eReceipt in the list of Clients and click Download.

Extract the files from the zip file before opening.

Select the location where the files will be saved.

Right-click the .exe to run Installer as an administrator.

Follow the prompts. *For typical installations, it's recommended to leave all boxes checked and
click through the install wizard's prompts.*

6. Once finished, eReceipt will be available to "print" to.

abkwpn=

Repeat these steps for the Receipt Designer. Once finished, it will be available from the Start menu.

Note: To upgrade the MSI eSign and eReceipt clients on an installation with auto-upgrade
clients installed all components of the previous version must be uninstalled. Follow the
instructions found in the Identifi Help Center article: https://identifi.zendesk.com/hc/en-
us/articles/4402885146519
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Setup-System-Maintenance
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= Maintenance
& Setup

= Data

[J Documents

Under this menu, Users are able
to run background maintenance
processes manually.

Tracking

Desktop eSign
= Peslg Disk Maintenance

Recencile Incremental

- Online eSign

& Imaging Process Subscriptions

Recencile Ful

Process Waiting Work ltems

< Tracking

3 eReceipt ‘

sh O e5ign P s
22 System Refresh Online eSign Package:

‘ ‘ Process Recurring Documents ‘

Send Netifications

Analytics
Groups
nstallation(s)

Maintenance

System

System

Disk Maintenance

Process Subscriptions

Process Waiting Work ltems

Refresh Online £Sign Packages

Tracking

Tracking

Reconcile Incremental

Reconcile Ful

Process Recurring Documents

Send Neotifications

V.11.3

Disk Maintenance: Zips (without compression) the
volume’s disks, reducing the time required to back up
document images.

Process Subscriptions: Sends email notifications for Smart
Folder subscriptions. Emails will be initiated for all users
subscribed to Smart Folders that have had documents
added since the last time the process was run.

Process Waiting Work Items: Updates active Work Plans
with documents added to Web.

Refresh Online eSign Packages: Updates Online eSign
batches and packages.

This maintenance menu will appear only on installations with
Document Tracking licensed.

Reconcile Incremental: Evaluates all new documents and
data since last reconcile to update Tracking.

Reconcile Full: Evaluates all documents and data to update
Tracking.

Process Recurring Documents: Evaluates all recurring
documents to update Tracking.

Send Notifications: Sends notifications to assigned users
regarding Exceptions.

61 2023



Setup-System-Settings

Allows Users to make adjustments to the System Settings.

connect what matters,

Al dentifi

= System Settings
& Data ’ I [ Edit “ 4 Update Signing Certificate
[) Documents >
<« Tracking * General Settings
& Desktop eSign >
Installstion Internal Name
% Online eSign > INTTEST
& Workflow >
Business Environment Type
Reporti >
B Reporting coce
I Analytics
o Setup ~  Email / Notification Settings
Dat >
J eEm SMTP Server
B Documents >
L Desktop eSign >
SMTP User ID
- Online eSign >
B Imaging >
SMTP Login Demain
O eRecsipt >
18 Pecple >
>
</ W2 Internal User From Email Address
25 System v
Analytics From email ad used in email notif S 1o internal users
Clients External User From Email Address
Installers
Maintenance From emeil address used in email notifications to external users
Setii .
Setings COCC API Settings
Single Sign-On
@ APIEn
13 Workflow Plans
13 Help Initialization Vector

Installation Display Name

INT3

Days for Password Expiration

o

SMTP Port Number

25

SMTP Password

Internal User URL

dentifi URL

otifications to internal

External User URL

entifi URL

n notifications 1o external users
Email Subject Template
[PRODUCTNAME] - [USERSUBJECT]

All emils sent from Identifi will use this subject template

General Settings include the installation’s Name,

Expiration policy.

Business Environment Type and Password

General Settings

Installation Internal Name
INTTEST

Business Environment Type
Cocc

Installation Display Name
INT3

Days for Password Expiration
0

Email/Notification Settings include settings and configuration for the installation’s email

services.

Email / Notification Settings

SMTP Server

smtp.dentifi.local

SMTP User ID

devsenvice

SMTP Login Demain

Internal User From Email Address

From email add sed in email notific

to internal users

External User From Email Address

From email 2dd sed in email natific

10 external users

SMTP Port Number
25 Enable Secure Email

SMTP Password

Internal User URL

entifl URL used in notifications to intemal

External User URL

Gentifi URL used in notifications to external users
Emall Subject Template
[PRODUCTNAME] - [USERSUBJECT]

All emails sent from Identifi will use this subject template
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COCC API Settings (Note: This section will only appear on installation’s with COCC selected as their
Business Environment Type).

COCC API Settings

Setup-System-Single Sign-On

Single Sign-On configuration for Azure and Okta entered here. Before configuring Single Sign-
On (SS0) within Identifi, you must first create and setup the “Application” within your Identity
Provider (Azure or Okta) to establish things like the Client ID, the Client Secret and the Redirect
URI. These values are required when enabling the SSO option here in Identifi.

B Single Sign-0n Settings

B Reporting
I Analytics
@ Setup Enable Single Sign-0n Enable Mixed Authenticaticn

- -
= Data Narme *

[) Documents [
[ Desktop eSign
Autherity Client 1D~

F~ Online eSign
B2 Imaging
O eReceipt SPA Redirect URI* Client Redirect UR| *
18 Pacple https://devbuild8.int2/identifi.net/spa/web-uifssodanding/inttest http://localhost:3000
4 Tracking
0 System

Analytics

Installation(s)

Maintenance

Settings

Single Sign-0n

Below are instructions to configure the details found Setup->System->Single Sign-on to be
completed once your Identifi application has been added to your Identity Provider.

For specific directions on adding Identifi as an application in both Azure and Okta, see
Appendix A.
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‘: [# Edit |

Click Edit to begin.

Complete fields as described:

e Enable Single Sign-on: This option enables the Single Sign-on integration | ¥ =nani= Single Sign-on

o Currently Identifi is certified to work with Azure and Okta

[ toonwnsam |
e Enable Mixed Authentication: When this is selected, users have the ability to ¥ Enable Mixed
either logon with their IDP credentials (SSO) or their Identifi Private Authentication
Credentials.
Note: We recommend that this feature remain enabled until you can verify s
that your connection to the IDP is working and users are able to successfully B
logon and link their accounts. If this is disabled and your IDP is not configured
properly, then no one will be able to logon to Identifi to address the issue.
e Name: This value is displayed on the SSO Logon button on the Logon Page Name:

e Authority: This value can be obtained from your
IDP’s setup. Essentially this field represents the URL
associated with the IDP’s authorization server.

Authority =

https://legin.microsoftonline.com/d

o Azure Active Directory Authority: https://login.microsoftonline.com/<Azure
ADApplication>/v2

This will be the Tenant ID which is found on the i B
application’s Overview screen. Use the clipboard o ‘

icon to copy and paste the ID number.

Note: See Appendix A for details on using the v2.0 versus v2.1 Azure Open ID Connect
endpoint.

o Okta Authority: https://{yourOktaDomain}/oauth2/v1/authorize

e |dentifi Server Application: These values will be obtained from your Identify Provider
once the Identifi application has been added and configured.

Client D=
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o Client ID: This represents a unique client identifier for the Identifi application. This
value is established once you set up Identifi within the Identity Provider.

o SPA Redirect URI: This URI is very SPA Redirect UR
similar to the Redirect URI. It is the Tttps:/

installation’s URL followed by
/spa/web-ui/sso-landing/[installation name]

e |dentifi Client Applications: Identifi Client Applications
include Scan, Desktop eSign, Uplink and eReceipt.

Client Applications Redirect UR

http:

o Redirect URI: This is the callback location where the
authorization code or tokens should be sent. For the Identifi client applications, the
web browser and the client application itself run together on the same PC, so
“localhost” will be used in the URI. A unique port number is also required in the URI.
We recommend using port number 3000 and only changing this port number if it
conflicts with another application running on a user’s PCs. A typical value for the
redirect URI is “http://localhost:3000/".

o If you are integrating with Azure, then the same Client ID and Redirect URI will be
entered here as is being used for the Identifi Server Application.

o If you are integrating with Okta, you will need to configure a separate ‘Application’
within Okta that will represent the Identifi Client Applications (e.g. Scan, eSign etc.).
This one should be setup as a Public Application therefore it will not have a Client
Secret. Once the Public Application is setup on Okta, the generated Client ID can be
configured here.

Linking Users Once SSO is enabled

When SSO is enabled, there is a process in place to link existing ;(% identifi
private user accounts when they attempt to log on for the first time.
The email address is used to link the IDP credentials to the Identifi Link Azure Account

private account credentials. The first time a user logs on with their
IDP credentials, the linking process will be initiated. If there is a
match between the IDP email address and a single Identifi account,
then the accounts are automatically linked.

If there is no match or a multiple match, then the user will be
prompted to manually link their accounts. This will only happen
once and from that point on the accounts are linked.
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Review the Users menu to verify Linked status:

connect what matters,

j;.r;g identf

i g
F- Online e5ign
o5 Workflow
I Reporting
I Analytics
o Sewp
= Data
[ Documents
[ Desktop eSign
¥ Online 25ign
E Imaging
[J eRecaipt
#&: People
Groups
Roles

Users

Manage Users

I + Add ” [ Delete

Activate H Deactivate “ Reset Password “ Unlink I

51 Users {48 Active, 200 Licensed)

Show All - Filter...

O | Full Name User Name Email Active fSSO Linked « \ Last Activity

O | Billy Hartman bhartrman bhartman@identifi.nat v w /10/2022 3:22 PM
O | Chad Sheridan csheridan csheridan@identifi.nat v w 5)18/2022 1:10 PM
O | CHRISTIELAUR claur claur@identifinet onmicrosoft.com £y v 5/§9/2022 2203 PM
O | Duane Ryder dryder dryder@identifi.net | v 5/§1/202210:48 AM
O | Eddie Flowers eflowsrs eflowers@idantifi.net i v SJ17/2022 443 PM
O | Matt Ullery mullery mullery@identifi.net v v /17/2022 2:56 PM
O | Tricia Lolkus tlolkus tlolkus@identifi.net v v 5/19/2022 2:55 PM
O | AGnuUser GUser cdean@identifi.net v
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WORKFLOW

Setup-Workflow Plans

Allows Users to Add and Import Workflow Plans, as well Publish, Export, Take Offline, Revert to a
Previous Plan, Delete and modify existing Plans.

connect what matters,

::(a, identf

< Tracking

# Desktop eSign

%~ Online eSign

53 Workflow

B Reporting

& Analytics

R Setup
S Data
{1 Documents
3 Desktop eSign
- Online eSign
El Imaging
@ eReceipt
<+ Tracking
£ System

3 Workflow Plans

Workflow Plans

9 Workflow Plans Filter...
Plan Primary Entity Last Published Status
AD Change Technology 6/14/2017 9:11 PM
Customer Maintenance Customer Maintenance 9/7/2021 9:56 AM [ Online |

Documentation Plan

Event

FA Test

Get a New Plan, Stan

New Employee

Account

Events

Employee

Employee

Employee

12/17/2021 1:40 PM

11/12/2019 421 PM

3/28/2022 5:01 PM

3/26/2019 9:29 AM

6/14/2017 811 PM

Adding a New Workflow Plan
Click in the upper menu to begin creating a new Plan.

Online

a3 Design
#) Publish
[ Edit Settings
X Export
@ Take Offline

-
|
|

) Revert Unpublished Changes |

W Delete

|

Work Plan Detail

Save || Cancel

General

Narme *

Primary Entity *

Select entity

Description

Starting Work Items

Start When Documents Arrive

Select document types

Security

1 User / Group

User / Group *

Start

Manage

& Sheila Nolder

Add user/group.

@ Delete

V.11.3

67

2023




. e ot

Step 1: General
Name and Primary Entity fields are required; Description is optional. When finished, click

Continue.
e Note: The Plan’s Name and Description can be
Neme * Primry Entity edited at a later time, however, the Primary
A New Pl Entity cannot be changed once the Plan is
Description saved.
This description is shown on the Start Workflow menu|

Step 2: Starting Work Items

Determine what document(s) will automatically trigger the Workflow to begin. If no document
types are selected here, the Plan will be manual start only.

Starting Work Items
Start When Documents Arrive
* | APPLICATION FOR EMPLOYMENT | apg|

APPLICATION -

APPLICATION SUI h-'{%aﬂ‘f

pmmmema

Step 3: Security

Add Users to the Plan, designate their Permissions and click Continue.

Security
2Users / Groups

User / Group = Start View Manage Design

& Forrest Adams ] ]

& Sheila Nolder ] ]

train

0222017 Trainng For descriptions of these permissions, click here.

& Test Training Group

& Training User
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C) connect what matters,
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Step 4: Save the Plan Work Plan Detail -
Select Save from the top menu %
Save changes and exit |
The new plan will now be found among the the list of Workflow Plans.
Choose Design from the plan’s Actions dropdown menu.
Workflow Plans
8 Workflow Plans Filter.
Plan = Primary Entity Last Published Status
AD Change Technology 6/14/2017 9:11 PM [ offline | Actions =
Customer Maintenance Customer Maintenance 9/1/2021 .44 AM | D= {%
=) Publish
Documentation Plan Account 3/26/2019 10:24 AM l [ Edit Settings |
& Export
Event Events 11/12/2019 421 PM | o=irgonine |
Ti] Delete
FA Test Employee 4/5/2021 514 PM

Workflow Plan Designer: Creating & Connecting Steps

Launch Plan Designer by selecting Design from the Plan’s dropdown Actions menu.

Step 1: Add Steps

Under the Add Step drop down, select the type of Step: Internal User, External User, Email, SMS,
Integration, Start Workflow or End.

';(':\. identifi

Plan
*

Rules Forms

Started

Zoom: 100% el

Step in

Name *

Stal

a

Plan Designer - Canvas

Actigh ~

formation

rt

Started

T

- Intermnal User
& External User
= Emal

B sMs

& Integration

&5 Start Workflow
W End

A =80

V.11.3
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Types of Steps

> Internal User Steps require that internal users take action.

Appearance fields determine what the user will see at the top of the

‘.( w identifi

cannect what matters.
aga®

- Inmjﬂ'?l User

step when the step is being worked, as well as how the step will appear in the Plan Designer.

Appearance

Name *

Provide a unique name for the step (50 char max

Instructions

structions displayed to the user when werking with this step

#* Color

Preview

aX

Under Form select the appropriate Form template, if applicable. *See Creating Forms.

Farm
Form

(None) -

2 e

Under Notifications, check the box if Plan members should receive
an email as the step is completed.

Add Users to the step under Participants & Assignment Method

Default Participants

Select default step participants from the dropdown.

Notifications

|+l Enable Email Notifications

Default Participants
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Rule Based Participants

Click the radio button by Rule Based Participants and select the Rule from the dropdown. *See
Creating Rules.

Assignment Method

© Rule Based Participants
Last Assigned User
Initiated User

The first rule that evaluates true will populate the participants. Drag to move the order rules will be evaluated. If no rule matches, the default participants will be used.

Add participants based on a rule

Last Assigned User

Click the radio button by Last Assigned User will assign items in this step automatically to the

user last assigned at this step. If there is no previous user, it will be assigned to the default
participants.

Assignment Method
Rule Based Participants
© Last Assigned User

Initiated User

When the work item enters this step, it will be assigned 1o the last assigned internal user. If there was no previous user, the default participants will be used.

Initiated User

Click the radio button by Initiated User will assign items in this step automatically to the user

that initiated the work item. If a user did not initiate the work item, the default participants will
be used.

Assignment Method
Rule Based Participants
Last Assigned User

O Initiated User

When the work item enters this step, it will be assigned to the user who initiated the work item. If no user initiated the work item, the default participants will be used.
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Replace User

Plan Designer - Canvas | Inthe event a User needs to be replaced (i.e., change in job function or

leaves the company), a global “replace user” function is available.
=

Replace User

Click Action and select Replace User. Select the original User's name from the drop-down and
then the replacement User from the second drop-down and click

Replace User X .
The User will be replaced across the Workflow
Replace this User * Plan.
Tricia Lolkus X v
With this User- * Replace User X
Sheila Nolder x v
User has been replaced X

To see where the User ID is referenced within the Workflow Plan, click Show Usage.

Replace User X

Replace this User: *

Tricia Lolkus x

With this User: *

Tricia Lolkus
8 References ‘ Filter

Reference

Step: Assign to Initiator, Default Participant

Step: Keep Assignment, Default Participant

Step: Step 1, Default Participant

Step: Step 1, Escalation - Send Email Notifications To
Step: Step 1, Rule Participant: Status is Open

Step: Step 2, Default Participant

Step: Step 2, Rule Participant: New Rule

Step: Step 3, Default Participant

Cancel Show Usage
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If documents are needed for this step, they are added under Documents.

Documents

O Enable Online Signing

COLE Profile for signing packages

Select documents to display

Click in the Select documents to display field and choose the New
documents from the drop-down list. Notice of Right To Cancel

x | Car Loan

If these Online eSign Packages will be created as part of the step,

click the check box next to Enable Online Signing and then select Enable Online Signing

the Profile from the drop down menu. OLE Profile for signing packages

End Users will then see a “Sign” button under the Documents tab of
the Step as well as a Signing Packages tab where the status of the

Car Loan

Packages will be displayed.

Lastly, check the box to Enable Escalation if the item should be automatically re-assigned
or re-routed due to inactivity.

1. Begin by checking the box to Enable Escalation Escalation
2. Determine the number of days an item must be inactive =napke Esca"a”c"'
before being escalated. Escalate After (days):
3. Choose how the item will be escalated:
o Reassign To: Select a User/Group to reassign the
work item to after the escalation period.

Reassign To

Send Email Notifications To
o Reminder Notification Email To: Enter User/Group to
receive a reminder email after the escalation period.

Reroute To
o Reroute To: Select a Step in the Plan to reroute the
item to after the escalation period.
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> External User Steps produce an email to an external user.

“ iﬁlemal User

o Escalation for External Workflow Steps: This feature allows for the system can
escalate a Work Item that resides in an External Step for too long.

Within the Plan’s Settings, the Escalation parameters can be found at the bottom
of the External Step Settings page in the Plan Designer,

Similar to the escalation for Internal steps, once the required number of days is
entered into the form, the user will have the option to send an email notification
and/or reroute the item to another step.

If an item is escalated, it will now have the ‘Escalated’ badge which is visible in
both the Work Item Browse and the User’s Inbox.

iss Workflow

& Brofyse

Be
=
>( 
(]

TN TR I BT T TN TRNLT T Il 10 10088 RF %t 1 INF TEAINALAT AN T iN. WY
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Appearance

Appearance fields determine what Neme
the user Wi” See at the top Of the Step Provide 2 unique name for the step (50 char max)
when the step is being worked, as nstructions

well as how the step will appear in
the Plan Designer.

# Color

Preview

Under Form select the appropriate Form template, if

Form

applicable. *See Creating Forms.

(None) -

e

Attachments to be Collected fields allow for the External Users to return attach a document
as part of the step. Begin by selecting the Application, followed by the Document Type. The
Instructions field is required, Help Text is optional. As in Internal Steps, these documents are
automatically added to the archive. Click +Add to add additional Document Types.

Attachments to be Collected

Application *

Instructions
Enter Instructions

255 char max)

[ Required

Document Type *

Help Text
Enter Help Text

(255 char max

‘:+—ii.:‘

Documents to Display fields allow for a document to accompany the work item and display

for the External User.

Click +Add to add additional Document Types.

Documents to Display

Document Type *

‘+—::‘

In the External Customer Communication
area, users will determine how the item is sent
to the external participant: Email or SMS.

V.11.3 75
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C) connect what matters,

o Email: Choose Email and then select the appropriate email attribute from the dropdown.

Communication Method =

Email

I%Ene:- e Two Factor Authentication

External Email Attribute Mapping *

[Account) Emailaddress

Check the box to ‘Enable Two Factor Authentication’ and then select the appropriate
phone number attribute from the dropdown that appears. When the receipient of the
work item clicks the link to load the web form, a text message will be sent and they will
be prompted to enter it correctly before they are able to access the item.

Enable Two Factor Authentication

k.%ccomt_] Phone Number

Then enter the Subject and Body of the email that the External User will receive.

Dear {Employes._Emplovasame;,

‘We're looking forward to you joining us!

| am contacting to offer you a position on our team.

We are anxious to begin training, please be in touch as soon as possible.

Rich Text Formatting available.

<") (') Paragraph

Dear

Il
Il

Insert links, images and attribute placeholders in the message.

C;) E Insert Attribute v

Insert/Edit Link x Insert/Edit Image X Customer Type And Number
lu‘p, I Source First Mame
Text to display Last Mame

Alternative description B
Title Iy et Member Number

Wiad Height Customer @ Middle Initial
Open link in... ]
Current window ~

Jr—— m Cancel E
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connect what matters,

o SMS: Choose SMS and then select the appropriate phone number attribute from the drop-

down.

Communication Method *

SMS

External Phone Number Attribute Mapping *

(Account) PhoneNumber

Enter the content of the text message that the External User will receive.

Insert Attribute v

Dear Customer, Your {Account._AccountType} needs your attention. Please log onto your Online Banking to review.

Account

Insert Attribute

Please be aware tf Major Type
to send. Currentle pyary rity Date

Minor Type

Officer Number

J"’ﬂ Ope_n Date

» Email Steps trigger an email. & Email

Insert an attribute placeholder to include in the message.

Email Step Properties
Appearance
Name *
Provide a unigue name for the step (50 char ma:

# Calor

Recipients

Email

Subject

ojeat e gent in email

© 7 Pamgraph v B

= B | Insert attribute ~

Preview

V.11.3
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Appearance fields allow the user to give the step a Name, color and an icon.

Marme *

rovide a unigue name for the step (50 char max

Add Recipients by:
e Selecting other Identifi Users under Recipients
e Entering email addresses under External Recipients
e And/or selecting email address attributes from the associated |~ """
Entity under Attribute Mapped Recipients. dentifitraining@gmail.com

Type an emall address and press the E"Ié"l’é; 1o add It to the lst.

Recipients

x | & Forrest Adams

Attribute Mapped Recipients

x | [Employee) EmzilAddress

Finally, enter the Subject and Body of the Email. Rich Text formatting available.

Emal Use Insert Attribute o
to add atrribute data Adcress 2
Subject 't th . | City
New Employee Key Card 0 € eémail. 7 Date of Birih
Subiject line sent in email Employee D Depariment

EmailAddress
Formats B 7 EE=EE E E & Insert Attribute Employee Name @

Employee Number

Please create a key card for this new employee.

Eirct Alapn

S

» SMS Steps trigger a text message to a mobile phone.

SMS Step Properties

Appearance

MName ™ Preview

A Coler

Recipients

Attribute Containing Recipient Phone Number =

Message

Plesse be aware that messages over 160 characters may be segmented into multiple messages based on the carrier. Also any message over 1600 characters will fail to send. Current length: 0.

Insert Attribute
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Appearance fields allow the user to give the step a Name, color and an icon.

Add Recipients Phone Number by selecting the N

ECIpients
appropriate attribute from the drop down list.
Attribute Containing Recipient Phone Mumber *

Select the attribute(s) that contain the Phone Number.

Finally, enter the content of the Message.

Message

Please be aware that messages over 160 characters may be segmented into multiple messages based on the carrier. Also any message over 1600 characters will fail
to send. Current length: 129.

Insert Attribute

Hello, Your {Account._AccountType} account requires attention. Please log onto your Safety Harbor Bank Online Banking to review,

MName ~

Use Insert Attribute to add atrribute data to the email. Address 1

Address 2 har ma

City
Date of Birth
i Employee »  Department
EmailAddress
Employee Name @

Employee Number

Eirct hlomo

> Integration Steps initiate a change to an entity attribute. |Add New Integration Step|

For example, this type of step may generate a file that would upload into a CRM.

Appearance fields determine how the step will appear in the Plan Designer.
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Appearance
Name* .
Preview
Untitled
-
Provide a unigue name for your Integration Step
Color lcon

Note: Integration Steps happen automatically, so
do not require instructions.

Integration Component

Select Integration Component... -

/'

7
Integration Components are specially configured entity Integration Component

attributes. Select the appropriate one for the step being created.

Integration_UpdateCloseDate

Start Workflow Step

> Start a Workflow Steps launch a new workflow.

Actions taken from a step of this type will start a separate workflow.

Appearance fields determine how the step will appear in the Plan Designer.

Appearance

Mame* Fraview

Provide & unigue name for the step (50 char max)

#* Calor
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Select a workflow plan to start by choosing the appropriate plan from the drop down list.

Start Workflow Plan

Select a workflow plan to start

Select a workflow plan to start

Only Workflow Plans sharing the same entity will be listed.

Note that only Plans that share the
same entity will be offered.

> End Steps end the workflow.

Add New End Step

A plan can have multiple End Steps.

Appearance fields
determine how the step will
appear in the Plan Designer.
The color will default to red,
but can be changed.

Step 2: Connect Steps

m Add New End Step

Appearance

Name*

Preview

End 1

Provide a unique name for your End Step

lcon

Selact a destination step or

* -

KEY CARD
REQUEST

Click on the Step, then click the
arrow that appears.

Select the Step that should
follow in the workflow by
clicking on it.

These connections form
Actions.

V.11.3
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Step Actions
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Actions connect steps and appear as buttons in the work items for the end user move items

through the workflow.

a
Issue a Keycard

Management
New Hire

Step information v

Step 3: Editing Actions

Click on the Step to access the Step Information Panel.

For each step Action on the Step, the following can be edited
from this panel:

¢ Re-order Actions by dragging and dropping them.

e Action Name- click on the name to edit it.

e Color of the Action . "—‘.
'

VNQC:)l:Jr‘l
{ = 9 @
Lo IR IR
e Icon for the Action *rh S
= &> Q L B
=5 & v i
S P U ?F
€ > & C -
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Confirm Delete X
b Delete ACt|On Are you suUre you want to delete Return (Create Package == Return)?
A E 00
)
oo
e Move an Action to another Step

1. Select the Action on the Plan Designer.

2. Click the Re-Route icon @
3. Select the new step where the Action will route the work items.

e Additional Settings accessed through the EI gear.

Action Behaviors
In additional to the above
listed Settings; the fOHOWing O enable Auto Follow O Enable Return to Sender
Action behaviors can be be O Generate a pdf of the workflow form when action is taken

configured here:

o Turn on AutoFollow: With AutoFollow enabled, if the User is the designated assignee
for the item'’s next step, the item is automatically moved to the next step in the
workflow, assigned to the user and displayed for continued processing.

o Turn on Return to Sender: With Return to Sender enabled, when the action is taken
the item will be returned to the last user to interact with it. A dialogue box will present
for a comment describing the reason for the return. The item will appear in their Inbox
with a Returned badge and the comment will be added as a Note.

o Generate a PDF of the workflow form: When the action is taken, a PDF of the Step’s
form will automatically be generated and archived and will be retrievable through
Documents Search.

SmartActions. Smart Actions are associated with Rules and
allow items to move through steps in the workflow without
user action. *See Creating Rules

Add Smart Action

Select a rule to use for this Smart Action

Search:

1. Click on an existing Action to | R
access the arrow and then <@ 4
select the Step that will follow
the Smart Action.

Management New Hire
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2. Select the Rule that will run this
Action. The Smart Action will
automatically save and retain both
the original name of the Action and
well as the Rule Name.

Importing & Exporting Workflow Plans

..i: w identifi
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r.l'l'l

Existing Workflow Plans can be exported from an installation and imported @ — Empbyee

into another; or re-imported as a copy/template into the same installation.
Workflow Plans | To import a workplan, select Import from the upper menuand | @ core ‘L
-~ | select the workplan file then enter a Plan Name and click - .
=+ Add | X Import ‘ 2. Design
— Import. 3 Publish
& Export
[& Delete
Import Plan x
Fian Fie Note: If importing to another installation, Entity Type, Attributes and
FA Test wrkglan Brove. Users/Groups must be same as the original installation or Workflow
Fan Name - Plan will fail.
FA Test

| | » Search Resultsin Docu... » WorkPlans.

Import Plan x

Plan File *

~ | ég | Search WorkPlans

Browse...

New folder

B Desktop
16 Downloads
15l Dropbox

&) Music

B Deskiop
4 Libraries

“ Name

[Ora

|| Documents.
il Dropbox
A husic N ’
File name: FA Testworkplan ~ | WORKPLAN File ("workplan) ~
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Creating Rules for Workflow Plans
Rules are added under the Rules tab of Plan Designer _ List Rules
the Plan Designer.
£ Rules List N
1. Click Add Rule
Plan Designer - New Rule
Plan Rules Forms Cancel
£ New Rule ~
General Information
Name~
Account : Account Number Is x
Entity Account ~
Aftribute Account Numbear hd
Operator Is v
o This fiekd is required.
[+ | N

2. Enter a Name for the Rule and Rule Criteria: Entity, Attribute and Value information.

Select the plus sign to add addition Rule Criteria.

General Information

Name*
Greater than $200,000 . . .

e — If multiple rule criteria are used, all rules
must be either AND or, the statements
cannot be combined.

Rule Criteria

Property Collateral : Collateral Value Total Is At Least 200000.00
Entity Property Collateral
Attribute: Collateral Value
Function Total
Operstor Is At Least

WValue $200,000.00

3. When all criteria have been added, click Create Rule in the upper right corner. The rule

can then be edited or deleted from the Plan’s Rules List.

¥ Rules List

Greater than $200,000

# edit m delete
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Creating Forms for Workflow

Forms are added under the Forms tab of the Plan Designer. All Plans will have a default Start
Form which should be configured and customized and will present when a Plan item is manually

started.
Plan Designer - Forms List
’:
orms m
2 Plan Forms

X Import Form H + AddForm }

Form [ @ Edit } 1 Delete ][ & Export ][ D copy }

STARTFORM  ([Eoaty [ @ Edit ]‘ [l Delete |[ X Export J[ O Copy ]

Additional Forms can be created and can be associated with specific steps in the Plan.

Modifying the Start Form

1. Select to open the Form Designer.

Cancel
T 1 Form: START FORM
START FORM
Vendor
Form Name *
------------------------------------------------------------------------------------ START FORM

The form is titled Start Form, but can be edited in the Form Name field.

The form will open ready to configure a group of attribute fields from the
Plan’s entity — if there is an entity related to that one, it will be available | account
under the Add Group dropdown menu. T ol

2. Click inside the Group area to begin customizing the fields on the form.

Group: Vendor

START FORM

e

iVendor b

& show Header

wendor

To show the Header, click the checkbox and, if
the group should be renamed, enter a new title. show sased on RUle
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3. Next, Add Fields. The fields offered will be based on the attributes

within the Group Selected.

o Select an existing attribute from the list.

o New entity attributes can be configured directly from heretobe | = vensmose)

used on the form.

Add Attribute

Display Name * Data Type

Emergency Contact String
Computed

String Type Data Length *
Phone Mumber 20

Linked

4. Fields can be modified in the following ways:

Reposition: Drag to reposition

e Resize: Hover cursor and use
arrows to resize

i
Full Name !
I

..( w identifi
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Group: Employee

Add Field = || Delete Group

. Custom Content

S| Find atfribute... ‘
EmailAddress
Emergency Com;%
Employee Numba—J@
First Name

Last Narne

Dl Wb

Note: With the fields resized to their
smallest dimensions, a maximum of 6
fields can be positioned in a single row.

Field: Address

e Custom Label: Add a custom label and help text to make it the -
form clearer for users and customers.

e Set Default Value: Populate with a default value if no other

value is entered into the field.

PIEaSE SNET your oy

Default value

Safety Harbor, FL

O Required

V.11.3
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Custom label

Street Address

Help text

Please enter your house number and street name
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¢ Required: Set as required and prevent the Step from being
completed without that field being populated.

Please ente

0]
=
(14
(15
@
T
o
o
T
w
w

Default value

¥ Required

e Read Only: Set as Read Only and prevent changes

| Status i

|

: ! Default value

1| New Hire i

: | New Hire

: i

"""""""""" Required
¥ Read-only

.: s identif
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Note: Computed Attribute
fields will not have Default
Value, Required or Read-Only
settings available.

i

[Theﬁeld is a computed attribute }

e Create a New Field: Select Custom Field and using the Rich Text Editor to create an

entirely unique field.

Add Fie"ht‘i - Delete Group

—  Custom Content

€}

ng

Note: Custom Fields can be used to add a company logo to the form.
See Adding a Logo to a Workflow Form in the Identifi Help Center.

___________________

Field: Custom Content

Delete Field

Formats B I

=E P

License Plate Number

5. Additional Groups can be added by clicking outside the current
Group'’s field area and then selecting Add Group again.

Note: Multiple Groups will only be listed if there are
Entities related to the one selected for the Plan.

Select the new Group and repeat the steps above.
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Group: Vendor Show Based on Rule
Note that Groups can be Local Hire
configured to show o
conditionally, based on Rules. @ ston essr B
*See Creating Rules - e e
Rule is True
< ~ Rule is False

6. When all criteria have been added, click in the upper right corner.

Creating New Forms
Plan Designer - Forms List
Forms
Rl (=)
2 Plan Forms

2. Import Form H + AddForm }

Form ‘ [# Edit H [ Delete H & Export H O Copy |

STARTFORM (B [ @ Edit N i Delete ‘[ e ][ O Copy ]

1. Copy an Existing Form . Selecting Copy on an existing form performs a ‘Save As’

and opens a copy of the form in the Form Designer for editing.
Follow instructions for configuring Form Groups and Fields beginning on page 86.

2. Import a Form exported from another Plan ' * . Select Import Form to choose an

exported form from another Workflow Plan. Note: Only forms exported from Work Plans
based on the same entities of the existing Work Plan can be imported.

Follow instructions for configuring Form Groups and Fields beginning on page 86.

3. Add a New Form : Select Add Form to launch the Form Designer and begin a
new form from scratch.

Follow instructions for configuring Form Groups and Fields beginning on page 86.
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ONLINE ESIGN

M Online £Sign W
Settings

Profiles

Settings

Settings is where the installation’s Online eSign API
configurations are set. If assistance is needed with
these settings, please contact Identifi Support.

Profiles
£ Setup v
= Data >
() Documents >

3 Desktop eSign >
% Online eSign v

Settings

Profiles @

Adding a Profile

Manage Online eSign Profiles Click

+ Add

i

Users with the Administrator Role assigned to them have the ability to
manage Profiles, and those that have the System Administrator Role
are able to also access Settings.

% identifi

C) connect what matters,

Online eSign Settings
[# Edit

APIURL

Callback Key

Profiles are configured to determine Application(s), Security and

Authentication settings for Packages. A Profile is selected as the first step in
creating a new Online eSign Package.

in the upper menu.

[ Delete

New Profile

IG—

Profile Settings

B Save

Authentication

Default Authentication

Email

Allow the Default to be Changed

Security

0 Users / Groups

User / Group *

Applications *

Select application(s).

Enable Knowledge Based Authentication (KBA)

Create

Filter

Manage

No Security

V.11.3
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Name *

1. Enter a Name for the Profile.

2. Assign at least one Application to the
Profile by selecting from the drop-down
menu. Note: Multiple Applications can be
selected.

3. Choose a Default Authentication.

Applications *

x Customers x Deposits

HR
Insight Reports @

Loans

Marketing

Default Authentication

Allow the Default to be Changed

Enable Knowledge Based Authentication (KBA)

KBA Mode
Default KBA to Off -
Default KBA to Off
Default KBA to On

Require KBA

e With Allow the Default to be Changed checked, this can be overridden at the Package
level. The box will be checked by default when creating a new Profile. With this
option un-checked, all Packages sent using this Profile can only be sent using the

Default Authentication selected.

e To use KBA with this Profile, check the box to Enable Knowledge Based
Authentication (KBA) and then making the appropriate selection from the dropdown

menu:

o Default KBA to Off: KBA will be available for Packages sent with this Profile if
desired. This will in addition to Email, SMS or Q & A authentication as well.

o Default KBA to On: KBA will default as the authentication for Packages sent with
this Profile, this will be in addition to Email, SMS or Q & A authentication as well.

o Require KBA: Packages sent with the Profile must use KBA. This will be in
addition to Email, SMS or Q & A authentication as well.

4. Grant access to use the Profile to Users and Groups by selecting them from the drop-down
menu. See here for more details on the Permissions.

2 Users / Groups Filter...

User / Group * Create Manage

3 (All Users) O | f Delete |
& Administrators |mT|
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Modifying a Profile

Select a Profile from the list and click
Profile for details on the fields.

to open the fields for changes. See Adding a

Deleting a Profile

1. Click the checkbox next to the Profile and then select in the upper menu.

Delete Profiles *

2. Confirm by clicking in the dialogue box that follows.

Are you sure you want o delets the selectad profles?

=5

Note: If unsigned Packages associated with Profile are outstanding, a message will present and
the Profile will not successfully delete.
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DESKTOP ESIGN
& Seup . Users with the Administrator Role assigned to them have the ability to
S . manage Forms, Form Sets and Form Set Groups.
ata
[ Documents >
O Desktop €Sign v Note: Changes made to forms can affect the indexing of

documents and potentially “break” Document Indexing.
Proceed with caution and contact Support for assistance if
Form Sets unsure.

Forms

Form Set Groups

Tablets

Manage Form Set Groups
Add new Form Set Groups and Delete or Modify existing ones.

Manage Form Set Groups

1 Form Set Group Filter.

O | Display Name *

O | Demo

Adding a Form Set Group
Click and enter a Display Name and select Save when finished.

Add New Form Set Group

General

Save Changes

Name *

See Modifying a Form Set Group for how to add Form Sets to the new Group.
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Deleting a Form Set Group

Place a checkmark next to the Form Set to be removed and select . Then co
Delete in the dialogue box that is presented.

..( w identifi
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nfirm by clicking

Manage Form Set Groups

Delete Form Set Groups

A
@ %E‘Ete Are you sure you want to delete the selected form set groups?

Delete selected form set groups

1 Form Set Group

O | pisplay Name =

Demo

Modifiying a Form Set Group

Manage Form Set Groups

To make changes to a Form Set Group, click the title of the Group.

@]

1 Form Set Group

Display Name “

]

Demo

Under the General, click —to modify the Display Name. Demo

General Form Sets

[ Edit

N3

Name *

Demo

+ Add

Under the Form Sets tab, click - to add Form Sets to the Form Set Group.
Place a check next to the sets desired and click Add.
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General Form Sets

4 Form Sets

0 | Formset~

crayola

O  Deposits

‘FA
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To remove Form Sets from the Group, place a check mark next to the Form

Sets to be removed and click .

Then confirm by clicking Delete in the dialogue box that is presented

..( w identifi

C) connect what matters,
-y

Demo

General Form Sets

T Delete
U

Delete Selected Form Sets

4 Form Sets
O | FormSet~
Remove Selected Form Sets X crayola
O | Deposits
Are you sure you want to remove the 2 selected form sets from this form set
group? ‘ FA
Manage Form Sets
Add new Form Sets and Delete or Modify existing ones.
Manage Form Sets
AForm Sets Filter. ‘
O | Display Name Internal Name:
O | crayola Crayola
J | Deposits Deposits
O Fa A
0 | Loans Harland LaserPro LoansHarlandLaserPro
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Adding a Form Set

Click and fill in the required fields and place a check next to any applicable options.
Select Save when finished.

See Modifying a Form Set for instructions on managing Forms and Attributes in the Form Set.

Add New Form Set
General
Singular Name * Display Name Formula *
Untitled
Key Form Search Depth * Multiple Print Jobs *
1 Prompt to Replace or Delete v
Signing Mode *
Single Page -
All pages in the document package must be viewed befare archiving Print all documents to the default printer without prompting
Allow signatures or marks to be added anywhere on the document Allow signatures in the package to be skipped (can be overridden by the Form Designer)
Allow the package to manually be printed (show or hide the print button) Automatically complete the document package if there are no signatures
Note: If the installation is configured for both remote signing as well as Desktop
Freblefemeresgnngvinenine=sen )1 egign, click the check box next to “Enable Remote Signing with Online eSign” to
enable this feature.

Deleting a Form Set

Place a checkmark next to the Form Set to be removed and select .

Then confirm by clicking Delete in the dialogue box that is presented.

Delete Selected Form Set

Note: Any On Hold packages belonging
to the Form Set will also be deleted.

Are you sure you want to delete the 1 selected form set?
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Modifiying a Form Set

To make changes to a Form Set, click the title of the Set

Under the General, click | =" | to modify the Display Name Formula and other configuration
settings for the Form Set.

Loans

General Forms Attributes

[ Edit
Edit
Singular Name * Display Name Formula *
Loans ‘Acct # '+ _AccountNumber
Key Form Search Depth * Multiple Print Jobs *
10 Prompt to Replace or Delete -

Signing Mode *
Single Page v

Under the Forms tab, Forms can be Added or Deleted.

Loans

General Forms Attributes

16 Forms Filter...
O | Form*~ Application Document Type Last updated

1003 Barcode Tests 003 3/7/2023 12:30 PM
O 2002 Barcode Tests 002 10/21/2020 1:34 PM
0 | 2018 C142 Consent to Disclosure, page 4 (ver181) Loans Car Loan 1/25/2023 10:39 AM
O | 2018 C221 Consent to Disclosure, page 2 (ver182) Loans Car Loan 2/13/20207:43 AM
O | 2018 C221 Consent to Disclosure, pg 2 (ver 172) Loans Car Loan 2/13/2020 7:50 AM

Add Forms X

Click to add new Forms to the Set.

7 Forms Fier

O Form= Application Document Type Last updated

O | BC-Signature Card 1117 Rev 10-2009 pg01 Deposits SIGNATURE CARD

O | Copy 2 of Member Agreement Pg 1 Customers  CUSTOMER INFO
) | Copy of Member Agreement Pg 1 Custormers  CUSTOMER INFO 12/14/2017 10:27 AM
) | crayola Customers  ARTICLES 9/14/201811:14 AM
O | HLP-Disclosure Statement 0245 pg01 Loans DISCLOSURE STATEMENT 11/30/2017 11:07 AM
O HLP-Notice of Final Agresment 0565 pg01  Loans NOTICE OF FINAL AGREEMENT  11/30/2017 1107 AM
O | Member Agreement Pg 1 Customers  CUSTOMER INFO 2/16/2018 223 PM
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To delete, select a Form in the list by placing a check mark in the box; click RIBEEER | and then
confirm by clicking Delete in the dialogue box that is presented.

Loans

General Forms Attributes

Delete Selected Forms

Remove Selected Forms

16 Forms

O | Form=

The forms will not be deleted from the system.

Are you sure you want to remove the 2 selected forms from this form set?

‘ 1003

‘ 2002

Manage Forms

Clone, Delete and Modify general details of Forms.

Manage Forms

[ Delete || # > #Clone

13 Form Sets

Filter.

Print Use BC Page Begin New
O | Display Name Application Document Type Copies Barcodes Number Archive Doc Last Updated
O | BC- NIGHT DEPOSITORY AGREEMENT Deposits NIGHT DEPOSITORY AGREEMENT 0 v 1 v v 9/6/2018 3:02 PM
[J ' BC-Certificate of Deposit 1025 Rev 12-2009 Deposits CERTIFICATE OF DEPOSIT 0 v 1 v v 3/27/2018 211 PM
pgo1
O | BC-Certificate of Deposit 1025 Rev 12-2009 Deposits CERTIFICATE OF DEPOSIT 0 v 3 v 11/30/2017 12:46
pgo3 PM
Cloning a Form

Place a checkmark next to the Form to be copied and select .

Manage Forms

[i] Delete
Clone Form

See Using the Form Designer for instructions to edit the new form. 13 Form Sete

V.11.3
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Deleting a Form

Place a checkmark next to the Form to be removed and select .
Then confirm by clicking Delete in the dialogue box that is presented.

Manage Forms

inpEECEH | § > §Clone

Delete selected forms Delete Selected Form %
1 3 Form Setg Are you sure you want to delete the 1 selected form?
. Cancel Delete
O | Display Name “

BC- NIGHT DEPOSITORY AGREEMENT

Modifiying a Form

To make changes to the Form itself, see Using the Form Designer.

To modify a form, click its title,
O | Display Name

U | BC- NIGHTJ%EF’OSITORY AGREEMENT

Under the General, view the details of the Form.

BC- NIGHT DEPOSITORY AGREEMENT

General Form Sets

[ + Add J[ [ Mass Edit ][ W Delete }

1 Form Filter.
O | Form Set * Identifies Form Set Required In Form Set Free Form Signature Mode
O | Deposits Default

Under the Form Sets tab, Forms can be Added to or Deleted from Form Sets. Edit allows the
behavior of that form within a set to be modified.

BC- NIGHT DEPOSITORY AGREEMENT

General Form Sets

[ +Add ][ @ Mass Edit ][ [ Delete ]

1Form Filter.
O | Form Set ~ Identifies Form Set Required In Form Set Free Form Signature Mode
O | Deposits Default
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Click to add the Form to a Form Set.

Add Form Sets

3 Form Sets

O | Display Name *

Filter...

O | crayola
O Fa

O | Loans Harland LaserPro

Form Properties
Required

Free Form Signature Mode

Default

Place a checkmark at Required if this form will be required in the set.

Select the Free Form Signature Mode.

..( w identifi
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Place a checkmark next to a Form in the list to be removed and select then confirm by
clicking Delete in the dialogue box that is presented.

BC- NIGHT DEPOSITORY AGREEMENT

General Form Sets

[ 4+ Add ” & Mass Edit ] 1l Delete

Delete Selected Form Sets

1 Form

O | Form Set ~

Deposits

V.11.3
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Are you sure you want to remove this form from the 1 selected form set?
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Place a checkmark next to the Form(s) in the list to be edited and select .

Here, the behavior of the form within the Form Set can be changed.

BC- NIGHT DEPOSITORY AGREEMENT

General Form Sets
Edit Form Properties on Selected Form Sets X
+4dd | NCVESE= M| [l Delete
Required
Edit Form Sets )
Dont Update v
1Form
Free Form Signature Mode
O | Form Set~ Dont Update v

Managing Signing Tablets

Add, Delete and Modify tablets and their settings.

EScert

Manage Esign Tablets

&5 Workflow

[ (o)
B Reporting —
& Analytics
& Setup 3 Tablets
£ Data > O | Tablet Image Model
[ Documents O

t > N TL462 HSB-R
[ Desktop eSign v
Form Set Groups

C , T-S460 HSB-R
Form Sets
Forms
Tablets ( N TL480
- Online eSign >

-
Fite 2]

Description HasalCD Default Tablet Last Updated

TL462 v 9/4/201810:11 AM

TS460 v 10/19/2018 505 PM

TL460 v 9/14/2018 10:13 AM

Adding Tablets

Click to add a Signature Tablet.

Fill in the required fields and select Save.

Add New Tablet

Tablet Image *

Click to browse.

Model *

HasaLCD

Default Tablet

Configuration File *

Click to browse.

Description *

V.11.3
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Removing Tablets

Place a checkmark next to the tablet that should be Delete Selected Tablet X
removed and select . Then confirm by clicking Are you sure you want to delete the [1] selected tablet?

Delete in the dialogue box that is presented.

Modifying Tablet Settings Tablet Detait T-L462
Click the title of the Tablet that should

be changed, then select toopen | s |
the fields for editing.

& Downlsa

Macel Gescription
TLiEZ SignatureGem LCD 155

Last Updated

05/03/2019 05:18:06.490 PM
o
1 Detauit Tabet

Managing the Package Queue

& Desktop eSign . | Any packages that do not complete successfully are found here; only
D T Administrators will see this area in the menu.
[&7 Package Queus
Q, Search
Package Queue

[ C'Retry ][ ©Cancel ” T Delete ]

0 Queued Packages Queued - Filter.
O | Package ID Receipt Status Form Set Stored By Stored On
To resolve the package, place a check in the box next to Update Package Status

the Package ID and then click Update Status and select
the appropriate status from the dropdown menu.

Cancelled

Ready For Signing

Ready For Completion

*These statuses are all searchable through eSign Search.

V.11.3 102 2023



e identf

e connect what matters,

Using the eSign Desktop Form Designer
Documents are added and configured as forms in the eSign Form 5 DentitiFormbesigner .
Designer. Excel 2013 e v

» All Programs

Note: For client installation instructions click here.

Search programs and files 0 |

Launching the Form Designer

To launch the Form Designer, navigate to the PC’s Start Menu and locate it in Programs.

=] Identifi - Deposits (Version: 8.1.0.334) - X

& 2 00 & ¥

AddPages  RemovePage | Create Test Previous Mext Import/Export | Edit

A Form Settings:

Description:
. 3 BC- NIGHT DEPOSITORY AGREEME!
Night Depository Agreement R
Applicstion

Financial Institution Night Depository User{s} Deposits

Document Type
NIGHT DEPOSITORY AGREEVME

Form Indexing:

Important Account Opening Information. Federal law Agreement Date:

requires us to obtain sufficient information to verify your

identity. You may be asked several questions and to Form Recognition:
provide one or more forms of identification to fulfill this Account Number: Add page marker area
requirement. In some instances we may use outside Description of

sources to confirm the information. The information you

Cos | 3 ! Contail ith Locks:
provide is protected by our privacy policy and federal law. naners wh ocks

Description of

Barcode page number: |1

Birth Datels) {for individualsh: Container Keys: S
Description of

Taxpayer Identification Numberis): Depository Keys:

Driver's License Nois)., State(s), Issue Datels}, Plan Type: [0 Plan 1 [ Plan 2 Fc:fim

Exp. Dateis) {for individuals}:
Initial Annual Fee: $

. - . Execution
Other ID Information (Description, Details): d
P By execution below you and we agree to be bound by
this Agreement. You also acknowledge receipt of the v
Page: 1 of 6 M | Documents: BC- NIGHT DEPOSITORY AGREEMENT - Fit Width - | & hitps://demotrain.identifi.net/identifinet// (0133DMTRN)

Navigating the Form Designer

~ Upper Menu Bar
sarsge | Add forms to the Form Set. Either TIFs/PDFs

removePage|  REMoOve forms from the Form Set

When new pages have been added, add form to the new page.

Create

= Launches the eSign Client in order to view the documents and ensure that the
s | Ppages are being recognized, barcodes read and signature areas correctly placed.

e .| Importor Export forms belonging to the Form Set.

Import / Export

(< > Navigate between forms, and their multiple pages, in the Form Set

Previous | Next

4 Allows changes to be made to the form. Click Save to keep the 2 K

Edit changes or Cancel to discard them. Save Cancel
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Form Settings:

Description:

BC- NIGHT DEPOSITORY AGREEME
Application:

Deposits
Document Type:

MIGHT DEPOSITORY AGREEME

Form Indexing:

connect what matters,
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Right Side Bar

Form Settings:

Description- The form’s name. See below for best practices

Application: Application to which the document will be archived

Document Type: Document Type to which the form corresponds

Form Indexing:

Begins a new document- select to indicate the first page of a
document

Do not archive- document image will not be archived

Edit indexing attributes- set required attributes for indexing. Best
Practices

Edit print settings- configure number and format of copies Best
Practices

Form Recognition:

Form Recognition

»

Barcode page number

4

Page number: s hd

Form Layout:

dd =ionatur
 SLRER LR P Y

[1.]
[41]
[41]

ih

V.11.3

Add page marker area- allows the user to use the mouse to
mark a unique area of the document to be used to identify the
form Best Practices

Use barcode- select this if the document barcoded, then
indicate the page number the barcode is found on

Use page order- select if the form should be identified by page
order

This form is required in the form set- select to indicate the form
is required in the set

This form identifies the form set- select if the form identifies
the set

Form Layout:

W Add signature area- clicking here allows the user to draw
signature areas on the document using the mouse. For details on
how to configure a signature area, see Best Practices
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Desktop eSign Form Configuration Best Practices

e Form Name Recommended Format: BC (if the document is barcoded), Document
Type Name, Barcode Value (if Barcoded), REV Revision Month-Year and page number.
Example- BC Certificate of Deposit 1025 REV12-2009 pg01

o Attribute Settings Recommendations: Attributes set with a Data Source of Prompt
must be entered before the Package can be completed. This data can be entered
manually or passed from the barcode. Any attributes marked as Required for the
Document Type that the form represents will automatically be set as Prompt.

Indexing Attributes
Example Setup
Attribute indexing configuration for this form:
Display Mame Data Type Data Source Data Value Required ~ Document Date = Text
Document Date DateTime Type Text ~ | LDate™ |
Indexing Required | String Type Maone v [l Source = Text ('eSign')
Last Name String Type Mone v O
Member Mumber String Type None w J Account #/Tax |D =
Name String Type None v J Prompt
Source String Type Text ~ | eSign [ |
SSNATIN String Type Mone v O
ITax D Number String Type Prompt w |
W
Close
e Print Settings: These settings determine | print Settings
document are printed from eSign, either at
the completion of a package or using the Document Settings:
Print button within the eSign Client. The _
. .. e Mumber of copies:  |Q =
settings are limited by the capability of the =
attached printer. [] Duplex entire document
Page Settings:
[ Page is landscaps
Additional magins (inches):
Left: |0.00 = Right: 0.00 =
Tep: |0.00 = Bottom:  |0.00 =
OK Cancel
e Page Marker: Arecommended area of
the form to select for the Page e
Marker is the form’s title. i MEMBER APPLICA'I?ION & AGREEMENT ]
0 0
Draw the marker area, then i -  —
right-click and select Enable 7] Enable Search Region

Search Region.
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e Adding and Modifying Signature Areas: Once the Signature Area has been drawn,
make the following selections in the dialogue box:

Spouse, Employee, etc.

Skip Behavior | Default b . . . :

Skip Behavior —Default, Skip Allowed or Require (all

Signer number: 1 |2 signature areas must be Signed or Skipped to place the package

on Hold or Complete) Default is standard.

Add date stamp [
Cancel Signer Number - Identify the Signer Number this box is

being configured for, i.e. Signer 1, Signer 2, Signer 3...

Add date Stamp —-Applies time/date stamp to signature

Remove Create additional signature areas by right-clicking on one already
Duplicate configured and selecting Duplicate. These new signature areas can then
Properties be dragged into place on the form.
NSREQUIRED TO AVOID B'QFKLIP WITHHCOLDI Ny
[ | These settings can be modified for existing signature areas by right-clicking
o meite || the signature area and selecting Properties.
Date iprerties lin

Create Signature Signer Type —The first time a new -
_ o signer type is used, it must be typed in, -

Select the signer type for this signature: after that it will be available from a Saner? |

Signertype: | 7] drop-down menu. Other examples are

Adding FOf'mS Launch Application

When the Capture documents from the Identifi printer | """

icon is present in the lower menu of the Form Designer, iy  Selectthe spplication to open the print documents
documents (.tif, .jpg and .pdf) can be ‘printed’ to the eSign [iDenti FormDesigner =]
Printer. When prompted, select the eSign Form Designer iDentfi.eSign

iDentifi.Form Designer

and the forms will open in the Designer for configuration.

o

Click <=2t | Create in the menu bar to open the right menu for editing.
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Form Settings:

Description:

|New Form |

Application:
' Select from list... v|

Document Type:

Form Indexing:
] Begins & new document
(] Do not archive
Edit indexing attributes...
Edit print seftings. ..
Form Recoonition:
| Add page marker area

[] Use barcode:

Barcode page number:
[] Use page order:

Page number:

[] This form is reguired in the form set
[] This form identifies the form set
Form Layout:

B Ldd signature area

V.11.3

For each new form, the following menu items must be addressed,
see Navigating the Form Designer for details:

-including Description, Application and Document

Type

Form Indexing: | . jncluding where the document begins, its archive
behavior, indexing attributes and print settings.

| Eorm Recoanition. | -including page markers, barcode details, page
order and required and/or identifying forms

Formlavout. | . jncluding signature areas.

|
Click Complete and the Form Set Designer will close.

Note: Page 1 must be configured for each
form; however subsequent pages need only be
configured if they contain a signature area.
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“Grabbing” TIFs

New forms can be created by ‘grabbing’ .tif images:

1.

2.
3.
4

Print the form to eSign, but do not proceed with eSign when the client opens and prompts
for the type and number of signers.

Open the C:\Users\%username%\AppData\Local\Temp folder

Move the TIF image to the eSign template folder and rename it for easy identification.
Cancel and Close eSign when complete.

Update Document Type

For Barcoded Documents:

Add the Barcode ID to the Barcode Format under the Setup-
Imaging-Barcodes menu.

Select the Barcode Format from the list and then, under the
Document Types tab, add the Barcode ID in the
Recognition Value field.

Testing New Forms

Test

Once all new forms have been added, it's best to test them. Select Test Form Set from
the upper menu inside the Form Designer. The forms will ‘print’ to eSign so that the
form recognition, signature areas and barcodes can be assessed for accuracy.

Importing/Exporting Forms

Impﬂfﬁ’apm ™ | Forms can be exported from the Form Designer.
1) Export Forms — O *
Exporting Forms Sove path —
Select Export from the Import/Export
dropdown menu. [ Select all Filter.
Choose which forms in the Form Set are to be E Exampmsfnan F{,r —

exported and where they will be saved.

Click Export.

Export Cancel
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Importing Forms

Select Import from the Import/Export
dropdown menu.

Make any necessary changes to the
Form Description, Application and Doc
Type and click Next.

Assign attributes:
Old Attribute New Attribute
Tax ID Number
Document Date Document Date
|Source Source

ndenhF

connect what matters,

s -
12 Import Forms — O *
Assign application and document type:
Eoen:cription Old Application %:;Eocumem MNew Application MNew Document Type
Customers CUSTOMER INFO Customers ~ |CUSTOMER INFO ~
If a form exists
(®) Create a unigue name () Overwrite the existing form () Exclude from import
Next | [ Cancel |

Then, once the last 3 radio buttons have been addressed, click Finish.

if a form exists

(®) Create a unigue name () Overwrite the existing form () Exclude from import

| Previos | |

Finish | | Cancel

Managing Desktop eSign and eSign Form Designer Clients

The clients are downloaded and managed under the System menu.

Clients:
ents:
= Clients
£ Data & [ @ Delete “ € Request Diagnostics
[ Documents >
< Tracking >
5 Clients
# Desktop eSign >
. . O | Computer Name = MAC Address Client Client ID
- Online eSign >
2 Workflow > (O | IDENTIFIENGLP-L 68:3E:26:E5:BA9B Scan 3
[ Bepaminy 5> O IDENTIFITRNFA 74:40BBEBFA15 Desktop eSign 1
I Analytics O | IDENTIFITRNFA 74:40BBEBF415 €Receipt 1
etup IDENTIFITRNFA 74:4A0BB:EBF4:15 Scan 1
0 Set v O
S Date > | O ipenTIFRNRA BC:AE-AC:FO:E68B eReceipt 2
[ Documents >
L] Desktop Sign >
% Online eSign >
B Imaging >
[J eReceipt >
8% People >
< Tracking >
£ System v
Analytics
Clients

A list of all installed eSign and
Form Designer Clients can be
viewed here. Those that are
not needed can be removed
from this screen as well.

For more details: Setup-
System- Clients
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The Installers for the Desktop eSign Client and Form Designer are downloaded for installation
and deployment from here. For more details: Setup-System- Installers

£ Data
[ Documents
< Tracking
# Desktop eSign
- Online eSign
%3 Workflow
B Reporting
I Analytics
2 Setup
S Data
{1 Documents
[ Desktop eSign
- Online eSign
& Imaging
[ eReceipt
&% People
< Tracking
€5 System
Analytics
Clients

Installers

Client Installers
IMPORTANT: After downlcading an installer ZIP file, do not attempt to open the ZIP file directly. Instead, extract the file to a folder on disk and run the setup EXE from there.

6 Installers

Client

FormDesigner
ReceiptDesigner

V.11.3
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ELECTRONIC RECEIPTS

& Setup . | Users with the Administrator Role assigned to them have the ability to
manage all aspects of the Receipts module.

£ Data »
] Documents »
] DesktopeSign >
M Online eSign »
Bl Imaging »
[J eReceipt v
Exceptions
Exclusions
Printers
Stations
Tablets
Transactions

Settings

Exceptions

Exceptions are receipt transactions that Identifi was unable to process. This menu should be
checked periodically by Administrators.

el identf
Exception Summary
lbw  Analytics 1 Exception Type
£ Setup ~
= Dats N Exception Type « Occurrences Most Recent Date
B Documents 3 System.Data.SglClient. 5q/Exception (Mxaoi31004) = .
L Desktopesign > Manage Exceptlon
Eal Imaging >
[ C'Reprocess M [i] Delete J
[J eReceipt v
Exceptions 1 Exception
Recceipt Last
- Layout Client Computer Exception  Archive
Reprocess Exceptions O | Receipt D Name ID Name Date Date Exception Message
Warning! O | 000000002147755650 Standard 1071 Removed 3/15/2019  2/10/2023  Input string was not in
Vou are about to reprocess rece pt exceptions from 530 PM 830 AM <\PROGRAMDATA\IDE!
This action will attempt to re-archive the receipt to iDentifi Net system _Transactionamount C
Do you want to reprocess all exceptions of this type, or just the selected exception(s)?
Al rceipt exceptons Note: Any receipts listed here are not archived. If receipts
() Selected receipt exceptions . . .
remain here after reprocessing, they will need to be
U Use the current layout conﬂqur’atwon to re-extract attribute values from the original receipt . . .
et individually addressed to correct errors.
Cancel Reprocess . . . .
S| « An email will automatically be sent to all users with the

Administrator Role when there are exceptions.
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Resolving Exceptions

L
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Manage Exception

1 Exception Filter..
ls Recceipt Last
Layout Client Computer  Exception Archive
O | ReceiptiD= Name D Name Date Date Exception Message
O | 000000002147755950 Standard 101 Removed  3/15/2019 2/10/2023  Input string was not in a correct format.Couldn't store P
from 530PM 8:30 AM <\PROGRAMDATA\DENTIFI.NET\IDENTIFI.ERECEIPT\ERECEIPTARECEIPTS\CONSOLE\2.TXT>in
system _Transactionamount Column. Expected type is Decimal.

Select the Elicon to the right of the Exception to see the

Exception type details

starting at index 0.

styles)

Exception Details

System ArgumentException: The string was not recognized as a valid DateTime.
There is an unknown word starting at index 0.Couldn't store <st Dt: 08-= in
_DocumentDate Column. Expected type is DateTime. —= System.FormatException
The string was not recognized as a valid DateTime. There is an unknown word

at System DateTimeParse Parse(String s, DateTimeFormatinfo dtfi, DateTimeStyles
at System Convert ToDateTime(String value, IFormatProvider provider)

at System Data.Common.DateTimeStorage Set(Int32 record, Object value)
at System Data.DataColumn.set_ltem{int32 record, Object value)

Close Copy to Clipboard

Click on the receipt exception in the list to see the transaction details

Exception Detail: 000000002147755950

[ & View Receipt Image ][ [B View Receipt Text ][ C'Reprocess ]

2 Attributes Filter... ‘
Attribute Value

_Transactionamount \PROGRAMDATA\IDENTIFI.NET\IDENTIFI.ERECEIPT\ERECEIPT\RECEIPTS\CONSOLE\2. TXT

_ReceiptID 000618082114020605

From the upper menu, use the buttons to view

the actual receipt image and the text of the
receipt:

Eal View Receipt Image [E View Recsipt Text

V.11.3 112

S
teafa identifi
- connect whst mattecs.
.
B#: 2 NNE: Console
CBf: 128 T#: 8016

Acct#: 63040980
Post Dt: 08-19-2020

Timestamp:
12-30-2020 5:19:42

TT: CHECKING
Amt:§50.01

Balance: $11,181.36

View Receipt Text
B# 2 NN# Console
CB#: 128 T#:8016

Acct®: 63040980
Post Dt 08-19-2020

Timestamp:
12-30-2020 5:19:42

TT: CHECKING
Amt:$50.01

Balance: 511,181.36

Close
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Clicking on a Value opens a screen to
the data collected from the receipt.

Value

st Dt: 08-

Tim

..i: w identifi

C) connect what matters,

Exception Detail: 0000222012414475739

3 Attributes

& View Receipt Image | [B View Receipt Text | C'Reprocess

Reprocess Receipt

-y
Update Receipt Attribute Value
Attribute Name
_DocumentDate
Value*
10922 |
Cancel Save

Attribute Value
_DocumentDate 10-9-22
_TransactionType WTH
_ReceiptlD 0000222012414475739
Reprocess Exceptions
Once all corrections have been made, select Warning!

Reprocess to archive the receipt.

Receipt Exclusions

‘You are about to reprocess this receipt exception
This action will attempt to re-archive the receipt to iDentifi Net.

O use the current layout configuration to re-extract attribute values from the original receipt text

Cancel Reprocess

Transaction Types that do not require a signature on the receipt stored in Identifi are configured

as Exclusions.

E(E. identifi

Manage Receipt Exclusions

R Setup v
[ + Add ][ [l Delete M & Import ][ [ Mass Edit
£ Data >
>
£ Docurents 7 Exclusions Filter. ‘
L Deskiop eSign >
O | Transaction Type Amount
7+ Online eSign >
= . O | wrt less than 529.00
Imaging
O eReceipt o 0O wr2 less than §75.00
[ — O DE2 less than $(500.00)
Edisies O xv2 less than $(20.00)

V.11.3
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Manually Add an Exclusion

Add Exclusion X

e Click in the menu bar.

If Amount is blank or $0.00 then it will never prompt for a signature.

e Use the dropdown to choose the Transaction
Type Transaction Type *
Select a transaction type v
e Type in the amount of the exclusion

Amount

« Click Add 00
Manually Delete an Exclusion

¢ From the list of exclusions, select the check box to the left of the O | Transaction Type
Transaction Type exception(s) to be deleted.

‘WTr
L

e Click @moelzt= | inthe menu bar.

e Click yame  to confirm. Delete Receipt Exclusion X

Are you sure you want to delete the [1] selected receipt exclusion?

Manually Import an Exclusion

X X Import Receipt Exclusions X
e Click LImport | jn the menu bar.

Import File *

‘ Choose File ‘ No file chosen |

Text file with transaction type and dollar amount, tab separated, 1 perline

» Browse out to locate the file and click R

WTH-500.00
DEP 500.00

cancel

Mass Edit Exclusions

o From the list of exclusions, select the check box to the left of the Transaction Type
exception(s).

Update Amount on Receipt Exclusions X

o Update the amount of the Exclusion and click

Amount
50.00
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Printers
= Managie Recaipt Piikar Divers !n order for Receipts to perform correctly, printers must be
& seup | e installed and configured at the workstation.
£ Data =
{1 Documents H
[ Desktop eSign 10 PrinkDptvers Once the drlver has been Add Print Driver X
e Slasats installed on the PC, select
& imaging I Add, then enter the printer's | ... .
D eReceit 0 name and click . m
Prir

To remove a printer that is no longer needed, click the box next Delete Print Driver X
to the printer’'s name and select Delete from the upper menu.

Are you sure you want to delete the [1] selected printer driver?

-Dan(‘el Delete
Using Network Printers with eReceipt

Follow these instructions to configure an eReceipt client to print receipts to a network printer
rather than a printer connected directly to the workstation:

1. Install the client on the workstation. roT—

Send Diagnostics

Exit

2. From the applet in the task bar, select Change Printer.

3. Then select the network printer from the drop down. B Seect Recelg Benar ”
'

Select the piinter eFteceipt wil use from the bet below
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Stations

The Receipt Station Types list is comprised of each Receipts Client installed.

i et a-

Receipt Station Types

& Data

0 Documents

2 Stations

< Tracking
# Deskiop eSign O Client D = Computer Name MAC Address Station Type Printer Name

# Online eSign o1 IDENTIFITRNFA T440BBEBFA15 Teller

+h Workflow

o2 IDENTIFITRNFA BCAEACFOESEE Teller
B Reporting

I Analytics
& Setup
= Date

[ Documents

3 Desktop eSign |DENT|F‘TRNFA
- Online eSign

B Imaging

¢ v v v v v <

Station Type
D eReceipt

Teller
Exceptions

Exclusions N
Printer Name
Printers

Stations

Click the Client ID of the station and select Edit to add the Printer Name and adjust the Station
Type.

Receiot Station T Edit multiple Station Types by selecting the box
ecelpt otation lypes next to the Client ID and clicking “Mass Edit” at the
top:
Edit Station Types
: Update Selected Stations X
2 Stations
O | ClientiD =~ Computer Name Stam,ﬂype
‘ Don't Update A@|
1 IDENTIFITRNFA Dorit Update
Teler Update Selected Stations X
2 IDENTIFITRNFA
Drive thru Staton Type
No print teller Donit Update .
Printer Name
‘ bomUpdate x -@|
Don't Update
EPSON TM-T88IIl ReceiptE4 l

I. Epson TM-T88V Receipt5
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In addition to installing the signature tablets on the Receipts workstations, the tablets also must

be configured in Identifi.

#~ Online eSign >

Imaging >

Exceptions
Exclusions
Printers
Stations

Tablets

(=] —— TS 460 HSE-R 15460 v v
[J eReceipt B .

3 & identifi a-
= Manage Receipt Tablets
B Reporting > * e
+Add || @ Delete
s Analytics li‘li‘
& Sstup v I
= oo > 2 Tablets =3
[ Documents > O Tablet Image Model Description HasalLCD Default Tablet Last Updated
[J Deskiopesign > s} TL462-H3B SignatureGem LCD 7/25/2018 4:50 PM

7/26/2018 345 PM

Click Add to add a new Tablet and check the box.

Add New Tablet +4d

Manage Receipt Tablets

X Cancel || BSave

Tablet Image * Cenfiguration File *
Click to browse... Click to browse...
Model * Description *
Has a LCD
Default Tablet

To remove a tablet, select the tablet to be deleted and click Delete.

Manage Receipt Tablets

(4 add \ @ ogete Delete Selected Tablet

Delete selected Tablets

Are you sure you want to delete the [1] selected tablet?
2Tablets
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Transactions

Transactions that Receipts should handle are managed here.

..( w identifi
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N Manage Transaction Types
B hepordng 2 +4dd || @oeete || Zimport || @ Mass it
e Analytics
& Setup ¥ 6 Transaction Types ‘T‘
.o O | Display Name * Description Print
) Documents = — ”
[ DesktopeSign >
O | be2 Description 4 v
- Online eSign
O | oee Description 2 V%
& Imaging
3 eReceipt v £2:]DER Deposit v
Exceptions 0| wr2 Description 3
Exclusions 0| wrr Description 1
Printers
Stations
Tablets
Transactions
soo L
Adding a Transaction Type - i
g yp Add Receipt Transaction Type

Select Add from the menu, enter a Display Name and determine
whether receipts should print for this type of transaction.

Deleting a Transaction Type

x Cancel B Save

Display Name *

Description

@ Print

Click the box next to the Transaction Type in the | De/st fecept Transacton Type

list and select Delete from the menu.

Are you sure you want to delete the selected Receipt Transaction Types?

Cancel

Importing Transaction Types

Select Import from the menu and select an appropriate .txt file to
upload.

V.11.3 118

Import Transaction Types X

Import File *
‘ Choose File

Na file chesen |

‘ext file with type, description and print flag (optional), tab separated, 1 per line

9"‘6,705. ‘v
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Mass Editing Transaction Types

Place a check next to all transaction
types to be modified and then click
Mass Modify in the upper menu.

Update Print Options on Transaction Types

Print

| Donit Update

Don't Update
Don't Update
. . ot 1o P
Make the appropriate selection from the drop-down e
. Pl L
menu and then click Update.
.
Settings
e dent a-
= eReceipt Settings
% Online eSign .
2 Workilow > [@ea
B Reporting
Application Document Type
I Analytics
Receipt Receipt
© seup -
= pata 3 | Tronsecton Type Transaction Amount
[ Documenis > || TrnsactionType Transaction amount
L Desktop eSign > Days To Keep Transferred Receipts On Client * Service User *
- Online eSign > 180 integraDemoT admin
L) Gz T [ Print signature on Receipt Tablet Display Formula
S \ : ;i;;;“::c‘;’;::'i:z';”E:‘K;:‘Dcl‘quwts Please sign below for your [TransactionTypeDescription]
Exceptions
Exclusions #
Printers
Stations
Tablets
Transactions
Settings

The following fields can be modified here:

e Days To Keep Transferred Receipts on Client- Signed receipts will remain on the
workstation client for the specified amount of time for retrieval in the case of an issue.

e Service User- Service account. Not typically modified after implementation.

Tablet Display Formula- Message displayed and attribute referenced on the signature
tablet during signing.

e Check boxes to:
o Print Signature on Receipt
o Send Administrators Exception Alerts
o Display “Accept No Print” Button on screen during signing.
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Other Receipt Settings

Application

Receipts will be stored in their own Application.

See Adding an Application for details.

Doc Types

A Document Type will be created for a receipt.

See Adding a Doc Type for details.

Barcode

..( w identifi
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[ Documents
<« Tracking
#" Desktop eSign
M- Online eSign
ita Workflow
B Reporting
I Analytics
& Setup
£ Data
[] Documents
Applications
Doc Groups

Doc Types

Applications
S Data o
& o . S + ~dd JrMerge T Delete & Export Security
ocuments
< Tracking >
1 Application
# Desktop eSign > o
A Online eSign >
O | Singular Name Plural Name
a5 Workflow >
B Reporting X O | Receipt Receipts
I Analytics
& Setup v
£ Data >
(] Documents v
Applications
Document Types
= Data -

+4Add | 3tMerge  W@Delete & Export Security

1 Document Type

[0 | Display Name = Code Application(s)

[ | Receipt Receipts

A Receipt barcode format must be configured for those receipts that are signed using “Print to
Sign” or generated from a Drive Thru workstation and are scanned later.

= Data
(] Documents
«f Tracking
# Desktop eSign
M Online eSign
s Workflow
B Reporting
= Analytics
& Setup
2 Daia
[ Documents
[J Desktop eSign
A Online eSign
E2l Imaging

Barcodes

Barcode Formats

+ Add [i] Delete

1 Barcode Format

(O | Display Name =

Barcode Type Length Rule

Direction Data Rule

Document Type Rule Page Number Rule Cover Page

) | Receipt Format

Code 128

Greater than 18

Horizontal, left to right

Is document type Recejpt

See Adding a Barcode Format for details.

V.11.3
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Scan Plan

A Scan Plan is required
for scanning in the
receipts signed through

“Print to Sign”.

With the

barcode on the receipt
and the Scan Plan set to
auto-archive, the batch
will not require any
manual indexing.

‘.i: w identifi
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las  Analytics

2 Setup
£ Data
(1 Documents
[ Desktop eSign
A Online eSign
Eal Imaging

Barcodes

Hardware Profiles

Scan Plans

See Adding a Scan Plan for details.

L =
Scan Plans
£ Data >
+ Add [ Delete
(] Documents >
4 Tracking >
- 2 Scan Plans

& Desktop eSign >
A Online esign >

O | ScanPlan ~ Scanner Setting Application Document Type
ah Workflow >

[ | 400dpi celor 400dpi color Receipt Receipt
B Reporting >

[ | ReceiptPlan Receipt Setting Receipt Receipt

Managing eReceipt and Receipt Designer Clients

The clients are downloaded and managed under the System menu.

Clients:

= Data
@ Documents
<« Tracking
# Desktop eSign
- Online eSign
its Workflow
B Reporting
I Analytics
0 Setup
£ Data
[ Documents
[ Desktop eSign
- Online £Sign
& Imaging
) eReceipt
2% People
< Tracking
£5 System
Analytics

Clients

Clients

I i Delste H ¥ Request Diagnostics

5 Clients

(O | Computer Name MAC Address Client Client ID
O | IDENTIFIENGLP-L 68:3E:26:E5BA9B Stan 3

O | IDENTIFITRNFA TLADBBEBF4S Desktop e3ign

O | IDENTIFITRNFA 74:4A0:BB:EBF4:15 eReceipt

O | IDENTIFITRNFA TLADBBEBF4IS Scan

O | IDENTIFITRNFA 8C:AEACFO:EG:BB eReceipt 2

V.11.3
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A list of all installed eReceipt
and Receipt Designer Clients
can be viewed here. Those that
are not needed can be removed
from this screen as well.

For more details: Setup-
System- Clients
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Installers:

The Installers for the eReceipt Client and Receipt Designer are downloaded for installation and
deployment from here. For more details: Setup-System- Installers

Client Installers

S Data IMPORTANT: After downloading an installer ZIP file, do not attempt to open the ZIP file directly. Instead, extract the file to a folder cn disk and run the setup EXE from there.
@ Documents >

< Tracking > | 6lnstallers

# Desktop eSign > Client

7 Online eSign > =
an & Auto Upgrading Installer & VDI Installer
&% Workflow >
B Reporting > esign & Auto Upgrading Installer
& Analytics
GrEEE & Auto Upgrading Installer & VDI Installer
Q@ Setup v

£ Data > Formbesigner & Download
Documents >
0 ReceiptDesigner & Download

[ Desktop eSign >
% Online eSign > Uplink
B Imaging >
[ eRecsipt >
& People >
<« Tracking >
©F System v
Analytics
Clients
Installers
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Using the Receipt Designer

Receipts are designed and configured in the Receipt Designer to be recognized and read by

Identifi.

o . . iDentifi.ReceiptDesigner
Launching the Receipt Designer | —
To launch the Receipt Designer, navigate to the PC’s Start Menu [[Search programs and fits 2]

and locate it in Programs.

The receipt image will be presented in the right panel and settings and configurations in the left.

Test-1234567890

wdenhF

. connect what matters,

¥

Import

Highlight All

% H

Print Complete

R T

Clone Delete

Fow Column Length Obscure

oo

a,®
B#: 2 NN#: Console CB#: 128 T#: 8016
ACCt#: 22222222  Post Dt: 08-19-2004
Timestamp: 12-30-2004 5:19:42

TT: WTH Amt: $5.01

Balance: $1,181.36

Extracted value: "22222222"
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Navigating the Receipt Designer

| ayout:

Clone

Upper Menu Bar |l % O &. = =

Highight All  Print Complete

Select the receipt to view or modify.

Clone Existing Receipt Layat

Create a new receipt by cloning the active receipt layout. oot et e et
The new receipt can then be modified. s

Layout name: Mew Receipt

Delete the active receipt layout. **Note: Contact

Delete warning
peiete | Identifi Support before deleting active receipt layout.
4 You are about to permanently delete the "New Receipt’ layout. Do you
4 &% wish to continue?
Y Import a logo, receipt image or signature line to be applied to the active receipt layout.
Import % = 5
Import Highlight All | Print
‘% Logo... N ‘
%’ Receipt... b - | %, Receipt...
% Signature Line... % Signature Line... F |£3, Signalurelilr\e...
B#: 2 NN#: Console T#: B0OL6
CB#: 130
E Highlight the areas of the receipt that will be identified and used ACCT#: 456123
mighlantAL | for indexing based on the settings. POST DT: 03-30-2018
Timestamp: 06-30-2018 5:19:42
Type: WTH Amt: $50,00
Balance: $1,181.36
il

Print

Prints a paper copy of the receipt from the attached receipt printer.

2

complete | Saves receipt layout and closes the Receipt Designer.

V. 11
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Attributes and Settings

Attributes | Settings

Attribite Receipt  Attibute  Start End Row

Remove:

]
62 1 Docu... |timest... [Space |1 1 [i]
23 1 Trans... | Type: | Doubl... 1 1 0
a4 1 Trans... |amt: Retum |1 1 [i]

Select the attribute from the drop-
down menu, then determine how
the attribute data will be found on
the receipt. Configure Receipts
to locate the attribute through
Search or Exact Position.

Select Obscure Value if the
attributes value should be hidden,
such as in the case of Account
Number.

Select the attribute from list
above and click Edit to open the
settings.

Removes the highlighted

[ Add. || Edit. || Remove |

Select an attribute to populate from the receipt data:

Atribute: | Account Number -]

@ Search:

Start text: Accti

End text:

SEace
() Exact position: gy I

-
ot
Obscure value
Mask character:

I

Trailing visible characters:

|m&5| Settings |

Under the Settings tab, details like the name of the
receipt layout can be modified. Footer text, such
as a slogan, can be added.

The Default Layout is what Receipts will assume
when no layout can be identified.

V.11.3
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Receipt Layout

Enter the start and end text that define the location
of the receipt layout |D within the receipt text.

Layout name:

Layout start text:

Layout end text: -

Standard

Layout value:

Footer start text:

Footer end text:

Max text rows:

Make this the default layout

what is the default layout?

Terminal Server

Enter the start and end text that define the location
of the client |D within the receipt text.

Client ID start text: | |

Client ID end text: | v|

2023
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DOCUMENT TRACKING

9 Setup

Data

Documents

Imaging

eReceipt
‘& People
<« Tracking

Statuses

Settings

Desktop eSign

]
-
M Online eSign
]
O

Tracking Sets

Users with the Administrator Role assigned to them have the ability to
manage all aspects of the Tracking module.

Statuses

e Online eSign >

5 Workflow >

B Reporting >

I Analytics

& Setup v
S Data >
[ Documents >

[ Desktop eSign >

% Online Sign >

= Imaging >

O eReceipt >

8 People >

4 Tracking v
Statuses
Tracking Sets
Settings

Manage Tracking Statuses | |y addition to the default Exception: Past Due Status,
Document Tracking allows users to create and manage other

3 Tracking Statuses

(@]

Tracking Statuses.

Type

These statuses will be available to users when overriding an

=]
@]
(@]

Exception

Exception-Past Due status.

Waived

Waived

Adding a Tracking Status

Manage Tracking Statuses

. + Add [ Delete
To add a Tracking Status, select from the upper menu. Adg;
Choose whether it will be an Add Tracking Status % I
Exception or a Waived status, then -
atus Type
. . 2o . Status Type

provide a Description. Click e . Exception

i Exception

Description * Waived

V.11.3
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Delete Tracking Statuses
To delete an existing Tracking Status, select it

W Delete

from the list and click .
Confirm by selecting Delete on the following

Are you sure you want to delete the sslected racking statuses?

Cancel

screen as well.

Modifying a Tracking Status
Clicking the title of a Status will open the Edit Tracking Status

screen. Edit Status Type and/or Description and click Save when
finished.

Tracking Sets

Edit Tracking Status

Status Type

Waived

Description *

Not Required

‘ Cance ‘ Update

The documents that are required for a Tracked item are collected in a Tracking Set, which is

then assigned to the appropriate Entity.

L Desktop eSign

- Online eSign

E= Imaging

[J eReceipt

424 People

< Tracking
Statuses

Tracking Sets

;Ii':\ identifi :
= Manage Tracking Sets
# Desktop eSign “
‘ + Add ‘ @ Delete
3+ Online eSign —
o& Workflow e
B Reporting 2 Tracking Sets ‘i‘
I Analytics O | Description * Active
£ Setup O | Checking Account v
B Data 1 | Mortgage Loan v
£ Documents O | New Customer v

As a new tracked entity item is added, the documents within the Tracking Set will appear as

Requirements on the item.

This menu allows users to Add new Tracking Sets, as well as Delete or Modify existing ones.

V.11.3 127
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Adding a Tracking Set

Add New Tracking Set

To add a Tracking Set, select from the upper menu. Provide a Description el

and determine whether it should be Active or not. Click : [ %cancel || @save |
Tracking Set Description *
See Modifying a Tracking Set for details on managing the document types in the
Set. Active @

Deleting a Tracking Set

To delete an existing Tracking Set, select it from the list and click .
Confirm by selecting Delete on the following screen as well.

Delete Selected Tracking Set X

Modifying a Tracking Set

Clicking the title of a Set will open the details Checking Account
screen to the General tab. @D‘ﬂmmﬂmes Checking Account
Select Edit to open the fields for changes and click L&l seneel || Doument Thpes
Save when finished. Trzi:lj;ezjz:f""”' [xcance |[@5ae |
Active Tracking Set Description *
Checking Account -
Active

Under the Document Types tab, users can Add or Delete Document Types from the Set.

Checking Account
. To set the Required Count, telling Document Tracking how many of the
(4700 |[ @oeete document should be associated with the item, click the document type’s
_— Description to open the field for editing.
0 | pescrition = - Edlit ACCOUNT INFORMATION SHEET X
" O | Description *
O  ACCOUNT INFORMATION SHEET
0 | oiRecT DEPOSIT O ACCOUN@NFORMMON SHEET Required Goun
O  SIGNATURE CARD | cancaT oo LT '

Document Type
ACCOUNT INFORMATION SHEET

‘ Cancel ‘
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Settings

Adiident
= Tracking Settings Tracklng Settlng_s is where the date
bndilic that the installation’s Document
+ Onlne esign == Tracking is based on is set.
o5 Workflow > Document Date Attribute
B Reporting > (Storage Date) - . . .
- R e Though this is typically Storage Date,
@ sewp ' any date attribute could be set.
= Data >
[ Documents
(3 Desktop esign **Please contact Identifi Support when
onineesgn considering making a change to the
k= ' Tracking Settings date.
3 eReceipt
48 People
«f Tracking
Statuses
Tracking Sets
Settings @

Other Tracking Settings

In addition to the main Tracking menus, settings for Document Tracking are also found at the
Document Type and Entity Type level

Document Types

e Tracking Requirements can be deleted in bulk from the main Document Types menu.

Select the Document Types and select | & oeiete Tracking requiements

e iderti & sheila | TestDemoT| ~
Document Types
£ Data
8 . +Add  3tMerge  Woelste & Export Security | M) Delete Tdwpking Requirements
Documents ) Delete tracked document requirements
< Tracking >
558 Document Types All Applications) A te -1
# Desktop eSign P
A~ Online eSign >
Days Grace
5 Workflow > O | Display Name = Code Application(s) Retention Policy SecurityProfile  Due  Days Frequency Created
B Reporting 2 2021 Application (HR, Examples) Retain at least 2 years andatmost  Test 0 0 Onetime  3/29/2021
e Analytics 25 manths from Submit Date 12718 PM
B Setup 30-60-90 EMPLOYEE REVIEW (HR, Tests, Examples) Test 30 10 Recurring
& Data 401K - BENEFICIARY CHANGE FORM HA Test 0 L] One-time
O Documents O | 407K - BENEFICIARY DESIGMATIGN FORM HR
A e Delete Tracked Document Requirements
O | 401K - BENEFIT PAYMENT REQUEST HR
Doc Groups
O | 407K - ENROLLMENT - BENEFICIARY uR Are you sure you want te delete all tracked document requirements for the selected document
Doc Types DESIGNATION FORM types?
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e Tracking Periods and Frequency are set under the Tracking Tab for the Doc Type.

ACCOUNT INFORMATION SHEET

General Attributes Applications Security Doc Grofa(‘kﬂq Sets

# Edit

Due After Grace Period

0 Days 0 Days

Frequency

One-time Active

Default Assignee

Not Set

o Due After- the timeframe after which the document is considered in exception.

For example, each new account
opened requires an Account
Application document within 10
days of the account open date.

Due After *

10 Days

o Grace Period- the timeframe after the Due After period has passed before the item
shows in exception.

For example, the customer is e

allowed an additional 10 days to | -
submit all account documents
after the opening date.

o Frequency:

=  One-time- for documents that are submitted once.

Due After * Grace Period *

10 Days 10 Days
Frequency

One-time v [ Active

One-Time Document Frequency Settings
Default Assignee
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* Recurring- for documents replaced at regular intervals.

Due After * Grace Period *

10 Days 10 Days
Frequency

Resung Recurring Document Frequency Settings
Recur Every +

12 Months Accept documents . 4 ] maonths prior and up to 8 months after

Default Assignee

e Recur Every: the number of months that the document will be valid

For example, current year’s tax
documents are required to be submitted
each year, so they would recur every 12
months.

Recur Every *

12 Months

e Accept documents___months prior and up to___months after: the
number of months prior to the due date that the new document will be
accepted as satisfying the exception. The ‘upto  months after’ will
fill in automatically.

For example, tax documents might be
submitted as early as January of that year.

Accept documents 3 v

months pricr and up to 9 months after.

o Default Assignee - Select a user to automatically be assigned to any
requirement related to this document type.

If no user is selected here, the
requirements will show as Default Assignee

unassigned or will be assigned based Sheila Nolder (snolder) x
User Roles from the host import.

o Applying Changes- When making changes to a Document Type's Tracking
details, select the degree to which these changes will be extended

@® Apply these changes to only new items that enter the system.

Apply these changes to new items that enter the system and future tracking requirements.
NOTE: This will not change settings on any currently pending or fulfilled requirements.

O Apply these changes to new items that enter the system and existing tracking requirements.
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e Doc Types can be added to or deleted from Tracking Sets under the Tracking Sets Tab.

ACCOUNT INFORMATION SHEET
General Attributes Applications Security Doc Groups AL acklr
[+4dd | @oelete

Add Document Type to Tracking Sets

Add Document Type to Selected Tracking Sets

1 ltem Filter. o
2 Items Filter.
O | Description Active
3 | Checking Account O | Tracking Set Active v
O | Mortgage Loan v

$| New Customer v
Cancel

Entity Types

= Manage Entity Types
P Online eSign >
[ + Add H L. Import H & Exj
o Workflow >
B Reporting >
e 8 Entity Types
0 Setup v O | Internal Name «
£ Data % O Acggunt
Attributes O | ¢| Accounts
Entity Types O | g General Attributes Security User Roles Relationships Relationship Roles Relationship Ordering / Filteri
Lookups N

Enable Document Tracking for this Entity

Calculate Document Due Dates From

(Current System Date) -

Stop Recurring Documents When
(Not Set) -

e The date by which Due Dates are determined for tracking items in the entity, as well as
the Recurring date, is set under the Entity’s Tracking Tab.

e Tracking Sets are assigned to the Entity under the Tracking Sets tab. Tracking  Tracking Sets
The identifying attribute value is also
configured here.

Add Tracking Set X

Tracking Set *

‘ Belect Tracking Set - ‘
Attribute
Select an optional attribute -
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For details on running the background Tracking maintenances manually, see here.

& Setup v
S Data >
1 Documents >

L Deskiop eSign >

Maintenance

Systemn

Disk Maintenance

Tracking

Reconcile Incremental

Process Subscriptions

Recancile Full

Pracess Waiting Work ltems

Process Recurring Documents

Refresh Online eSign Packages

Send Netifications

7+ Online eSign >
& Imaging >
@ eReceipt >
&+ People >
<« Tracking >
Q% System v

Analytics

Clients

Installers

Maintenance

Ot
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ADDITIONAL RESOURCES

3 Help v
® Support
£ Documentation

@ About

For more information and step by step guides covering many of the topics
in the manual in more detail, see our Help Center under Documentation.

Help Center

Q_ Search

All Active licenses and client seats can be viewed by selecting About in this menu:

Enabled Feature(s)

© 2023 Integra Business Systems, Inc.

Visit www.identifi.net for more information.

:.:(5 identify

Product Version: 11.3.0.76

Unlimited-user license expires: 12/31/2030

Tracking

workflow

Analytice

Enterprise Report Management
Uplink

Internet Retrieval

Online eSign

Desktop eSign
eReceipt

Scan

Desktop eSign to Online eSign Bridge

(Unlimited Clients)
(Unlimited Clients)

(Unlimited Clients)

(UWGE RNV | More License Information

Note: Additional setup from Identifi Professional Services is required for Desktop eSign to Online
eSign Bridge. Contact a member of the Identifi Sales Team with any questions regarding this

feature.

V.11.3
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APPENDIX
Appendix A - Configuring Azure & Okta for Identifi SSO

Azure

V2.0 Azure Open ID Connect Endpoint

Identifi version 7.4 has been modified to utilize Azure’s Open ID Connect v2.0 integration in
order to be able to sync users’ email addresses. V1.0 does not return email addresses, requiring
that the user login to Azure to complete the syncing process.

To invoke v2.0, simply add /v2.0 to the end of the Authority on the SSO tab beneath Installation
in Identifi. The Authority is the URL associated with the IDP’s authorization server.

This applies to any existing SSO Azure AD deployments; simply by modifying the Authority in
their existing configurations will invoke the change to v2.0.

Examples
With v1.0: https://login.microsoftonline.com/35e842ef-00ca-4bf1-a925-df2934b876af
With v2.0: https://login.microsoftonline.com/35e842ef-00ca-4bf1-a925-df2934b876af/v2.0

Adding Identifi as an Application Within Azure

If you are using Azure as your Identity Provider below are some instructions on how to register
and configure the Identifi Application within Azure. This step must be completed before you
can configure SSO within Identifi.

1. Logon to the Azure portal

2. Click View under Manage Azure Active Directory

= Microsoft Azure £ search resources. services, and docs (G+/) > Q0 & 7 @ ousci@identiinet @

Welcome to Azure!

Don't have a subscription? Check out the following options.

— - L)
-3
+ B @ = a = & -
virtual App Services Storage SQLdatabsses  Azure Datsbase  Azure Cosmos  Kubemetes  Function App
machines sccounts for Postres. o8 e
Navigate
e
Subscriptions (%)  Resource groups BEE  Alresources Ed  Dashboara
Tools
Leam Az @ pps and o sec pps and e ptim

. e % Learn Azure with free online Monitor you ure you Analyze and optimize your


https://login.microsoftonline.com/35e842ef-00ca-4bf1-a925-df2934b876af
https://login.microsoftonline.com/35e842ef-00ca-4bf1-a925-df2934b876af/v2.0

e identif
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Select App registrations in the left menu

e e

Home > Identifi - Overview

&L app registrations

o Identifi - (?vervirw Jocumantation of X
‘ I h (/] ‘ F @ Switch directory Delete directory -+ Create adirectory [ Whatsnew = ©7 Got feedback?

O Overview = M

A Gatting started \dentifi Find

X Diagnose and solve problems identifinet Your role User More info Users ~
Manage Tenant 10 mzsznn-osrl-mz-bhu-am:w'mc. JAzure AD Free Search

& users

& com R ake note of the Tenant ID here as it will be needed when setting

L] zat relati P Status  Enabled

& Roles and adminstrators

h up the Identifi SSO configuration. Use the clipboard icon to easily
B e pcns e copy and paste the ID.

(8 pevices
< B app registrations
'y ance
Sign-ins
W _Licenses

3. Click the + New Registration button in the upper menu.
e ey

Home > Identifi - App registrations

g% Identifi - App registrations # X
£ Search (Cti+)) « =+ New registration JED Endpoints ® Troubleshooting 2 App registrations (Legacy) 2 Got feedback?

0 Oveniew - @ Wecomero i i ilable). See what's new and how its changed. -

# Getting started Al applications | Owned applications

K Diagnose and solve problems P Start typing a name or Application ID to filter these results

Manage Display name Application (client) 1D Created On Certificates & secrets
A uses Training £473095¢-22d7-4e25-918c-B94cobaf1eSa 97262018 © Current

B croups B~ Teccasc-2325-4828-b541-412¢14596001 V22020 © current

0 Orgenizational relat - impDema 152235¢8-385-4879-98fc-1agef1309d5a 3272020 © current

& Roles and administrators - SalesDemo 3b4eb021-c02b-4375-b88b-ab2678039672 10/10/2018 @ current

i Enterprise applications

R Devices

B app registrations

&) identity Govemance
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e e e
Home > identifinet >
Register an application
* Name
The user-facing display name for this application (this can be changed later),
Identifi v
Supported account types
Who can use this application or access this API?
@ MAccounts in this organizational directory only (identifinet only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Micresoft accounts (e.g. Skype, Xbox)
O Personal Microsoft accounts only
Help me choose...
Redirect URI (optional)
we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.
Single-page application (SPA) | | https:;‘;‘[ser\.rername]/identi‘ﬁ.netjspa,f\mreb-uifssa-\andingf[instaHlationn |
€ Must be a valid URL
* Mame
. “ L
4. Enter a SUItable name (eg |dent|f| ) The user-facing display name for this application (this can be changed later].
Idenbfi

5. Choose the Single tenant option

W) Accounts i this organizaticnal dirsctony anly Identifi Develapment anly - Single tenand)

6. Setup a Redirect URI of type “Single-page application (SPA)”

| Single-page application (3P4) | | https://[servername]/identifi.net/spa/web-ui/sso-landing,[installation... |

A redirect URI is where Azure sends the authentication response and ID token. The
redirect URI will need to be configured to reflect the Identifi server’'s URL.
For example: ‘https://[servername]/identifi.net/spa/web-ui/sso/[installation name]'.

The redirect URI that is configured in Azure must match the redirect URI configured in
Identifi in order for this integration to work properly. There are some important aspects
of the redirect URI that are important to understand:

m The URI should use the https: protocol to ensure the security of the authentication
response and ID token.

m The [servername] must match the fully qualified domain name of the Identifi web
server as it appears to users in the browser. For example, if the user accesses
Identifi via “https://abc123.identifi.net/identifi.net”, the fully qualified domain name
“abc123.identifi.net” must be used in the redirect URI.
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m The [installation name] must match the “internal” installation name associated with
your Identifi installation. The internal installation name can be found on the
Installation Detail page

m The redirect URI must match the redirect URI configured in Identifi exactly.

7. Click the ‘Register’ button and then the application will be created.

8. Click the ‘Authentication’ menu item

R

Home > identifinet > Identifi App

) Identifi App | Authentication » - m

=t
2 Search [Cri=/) ¢ [ save X Discord | A7 Gotfeedback? # Cuidkstant
W Overview o
Platform configurations Manage
& Quickstart
) . Depending on the platform or device this application is targeting, additional configuration may be required such as = aranding
#7 Integration assistant redirect URIs, specific authentication settings, o fields specific to the platform. s

Manage + Add a platform D authentication

= Brandin -
2 Certficates & seorets
I 2 Authentication ~ Single-page application I Qu
Y Token conf Han (preview)
Certificates & secrets Redirect URls kEn confquratian (previes)

Il Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users, @ 40| pemiissions

send in the request to the login server should match one listed here, Also referred to as reply URLs. Learn more about Redirect URIs and their
o APl permissions

&b Cxpose an AR

& Expose an AP https//portalidentifi.net/identifinet/spa/web-uifsso-landing/0135ibs
#i Approles Add URI T owrers
&2 Owners L - H == " .

Grant types i Aoles and administrators (Previ..
&, Roles and administrators | Preview .

@ vour Redirect UR is eligible for the Authorization Code Flow with PKCE. W anifest
B Manifest
Support + Troubleshooting Sugpart + Troubleshooting

Front-channel logout URL
& Troubleshosting This is where we send a request to have the application clear the user's session data. This is required for single sign-out to £ Troublesheoting
& New support request werk correctly.
e.g. hitps://example.com/logout v E mew support request

Implicit grant and hybrid flows

Request a token directly from the autherization endpeint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web AP via JavaScript, select both access tokens and ID tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Lear more about
tokens.

Select the tokens you would like to be issued by the autharization endpoint:

[ Access tokens (used for implicit flows)

[ I tokens {used for implicit and hybrid flows)

9. Select the second checkbox for ID tokens

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invakes a web API via JavaScript, select both access tokens and 1D tokens.
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only 1D tokens. Learn more about
tokens.

Select the tokens you would like to be issued by the authorization endpoint:

D Access tokens (used for implicit flows)
D 1D tokens (used for implicit and hybrid flows)

10. Click the ‘Save’ button in the top menu to save the settings The Identifi
application is now registered in Azure.
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To further manage the application, including which users and groups have access, click the
Azure Active Directory -> Enterprise Applications menu item to view your registered enterprise
applications and then click the application you just registered for Identifi integration.

From here you can manage all

Home > Identifi > Enterprize applications - All applications > ImpDemo - Overview

. EI: ImpDe - Overview
aspects of the Identifi :
application, including which B overvew -

X Diagnose and solve problems

users and groups have access to
the application.

Manage

4t properties

& Owners

& Users and groups
® Provisioning

¥ Application proxy

©  Self-service
Security
& Conditional Access
. Permissions

Token encryption
Activity
2

il Usage & insights (Preview)

Sign-ins

o

Audit logs

Provisioning logs (Preview)

Properties
Name @
IM
ImpDemo D
Application ID (@
Object D @

Getting Started

& 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

4. Self service

Enable users to request access to the
application using their Azure AD
credentials

Get started

&4

(:é,:)

2. Provision User Accounts

You'll need to create user accounts in
the application

Learn more

Home > Identifi > Enterprise applications - All applications > ImpDemo - Users and groups

a

H# Overview

ImpDemo - Users and groups

Enterprise Application

€

-

#_ Diagnose and solve problems

= Add user .ﬁ Edit Remove c.‘:--:‘ Update Cred

Columns

7 Got feedback?

0 The application will appear on the Access Panel for assigned users. Set 'visible to users? to no in properties to prevent this. =

| First 100 shown, to search all users & groups, enter a display name.

@l Usage & insights (Preview)

Manage
Display Name Object Type
I properties
D . Abby Ross Home > Identifi > Enterprise applications - All applications > ImpDemo - Users and groups > Add Assignment
& Owners
O . Eric Medeiros-Rice Add Assignment
&% Users and groups D ° (deneh
Forrest Adams
2 Provisioning
. D o Jennifer Leon
£ Application proxy . -
A\ Groups are not available for assignment due to your Active Directory plan level.
© oo ] Jim Bryant
elf-service
D . Laura Garcia
Security Users >
D . Lisa Paetzold None Selectad @
@& conditional Access
D e Liz3 Seensy
o Permissions D ° Difault Accass 2
Rachel Tomlin T
Token encryption
D . Sheila Nolder User
Activi
v D . Tricia Lolkus User
o] Sign-ins

References: https://docs.microsoft.com/en-us/dynamics365/customer-

engagement/portals/configure-openid-settings
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Okta

Below are some instructions on how to register and configure the Identifi Application within
Okta. This step must be completed before you can configure SSO within Identifi.

Select Create New Application

e Select Applications

okta Q, Search... @ EE .
Dashboard v
Directory - i Applications © el
Customizations v

Developer Edition provides a limited number of apps.

~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.

Create App Integration Browse App Catalog

Applications
< Applications

Self Service

Assign Users to App I More ¥ l

Security ~ Search
Workflow ~ Auto App
STATUS o
Reports v AGTIVE 4
Identifi A
INACTIVE 5 °
Settings ~

My Native App

My Native App X
8

Okta Admin Console

@ ® & & & ©

Okta Browser Plugin

e Then click Create App Integration
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e Select OIDC- OpenID Connect as the Sign On Method and Single Page Application as the

Application Type.

Create a new app integration

Sign-in method © OIDC - OpenID Connect

Learn More [£

Application type

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration, SDK,

and sample recommendations.

V.11.3 141

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through AP
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Web Application
Server-side applications where authentication and tokens are handled on the

server (for example, Go, Java, ASP.Net, Nede.js, PHP)

Single-Page Application
Single-page web applications that run in the browser where the client receives

tokens (for example, Javascript, Angular, React, Vue)

MNative Application
Desktop or mobile applications that run natively on a device and redirect users
to a non-HTTP callback (for example, i0S, Android, React MNative)

Cancel Next
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Single-Page Application Configuration

The following Application Settings are available when creating an Okta Single-Page Application

Field Descriptions

;. New Single-Page App Integration
General Settings

App integration name

My SPA
Logo (Optional) @ E]
&
Grant type Client acting on behalf of a user
Authorization Code

Learn More (3

Refresh Token

Implicit (hybrid)
Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

https://[servername]/identifi.net/spa/web-ui/sso-landing/[installatic
Learn More (4 + Add URI

Sign-out redirect URIs (Opticnal) http:/flocalhost:8080
+ Add URI

Learn More (3

e Name: Enter a descriptive name for this application (e.g. Identifi Server)
e Grant Type: Select Authorization Code

e Sign in redirect URIs: A redirect URI is where Okta sends the authentication response
and ID token. The redirect URI will need to be configured to reflect the Identifi server’s
URL. For example: ‘https://[servername]/identifi.net/spa/web-ui/sso-
landing/[installation name]”. The redirect URI that is configured in Okta must match the
redirect URI configured in Identifi in order for this integration to work properly. There are
some important aspects of the redirect URI that are important to understand:

o The URI should use the https: protocol to ensure the security of the
authentication response and ID token. Okta allows the use of the http: protocol,
but this should not be used in a production environment.

o The [servername] must match the fully qualified domain name of the Identifi web
server as it appears to users in the browser. For example, if the user accesses
Identifi via “https://abc123.identifi.net/identifi.net”, the fully qualified domain
name “abc123.identifi.net” must be used in the redirect URI.
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The [installation name] must match the “internal” installation name associated
with your Identifi installation. The internal installation name can be found on the

Installation Detail page.

e Click Save.

Once the application is created, you will see a screen like the following which includes the
Client Credentials.

General

@

Client Credentials

Client ID

Client authentication

Identifi A

Sign On Assignments Okta API Scopes

Public identifier for the client that is required for all OAuth

flows.

Use PKCE (for public clients)

Uses Proof Key for Code Exchange (PKCE) instead of a
client secret. A one-time key is generated by the client
and sent with each request. Instead of proving the
identity of a client, this ensures that only the client

which requested the token can redeem it.

e The Client ID will need to be configured in Identifi in order for the Single Sign-on

integration to work. Navigate to Setup- Installations- [Installation Namel].

O135DMTRN

Genera Document Stora age

[ Edit

Enable Single Sign-on

MName

Azure

Authority

SPA Redirect URI

=

eReceipt Clients License nstallers single Sign-on CoCC

Enable Mixed
Authentication

Client ID

R Applications Redirect URI

V.11.3
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e Back in the Okta application, click Edit in the General Settings section to address the
following. Place the checkmarks as pictured below:

General Settings

Okta domain

APPLICATION

App integration name

Application type
Grant type

Cancel This needs to be configured to
allow Authorization Code and
Implicit (hybrid). Do not select to
Refresh Token.

Choose Allow ID Token with
implicit grant type below.

Identifi A

Single Page App (SPA)

Client acting on behalf of a user
Authorization Code

Refresh Token
Implicit (hybrie)

Allow |D Token with implicit grant type
Allow Access Token with implicit grant type

Client Credentials

Client ID

Client authentication

E
Public identifier for the client that is required for all OAuth

flows.

Use PKCE (for public clients)

Uses Proof Key for Code Exchange (PKCE) instead of a
client secret. A one-time key is generated by the client
and sent with each request. Instead of proving the
identity of a client, this ensures that only the client

which requested the token can redeem it.

V.11.3
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Setup a default scope

Click on the Security -> APl and locate Authorization Servers.

Directory ~
Customizations ~
Applications ~
Applications
Self Service
Security ~
General
Healthlnsight
Authentication
Multifactor
Identity Providers

Delegated
Authentication

Metworks
Behavior Detection
Administrators

( AP|

2z Applications

Search

STATUS

ACTIVE

INACTIVE

The authorization server will display.

el

identifi

connect what matters,

& APl

Authorization Servers Tokens Trusted Origins

© Add Authorization Server

Name Audience Issuer URI

default api://default https://dev-281016.0kta.com/oauth2/default

Q Search...

Active v

y
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Click the hyperlink for the default authorization server to open the settings:

« Back to Authorization Servers

default

Settings Scopes Claims Access Policies Token Preview

Name Display Description User Block Default
Name Consent Services Scope

DefaultScope No No Yes

openid openid Signals that a request is No No No

an OpenlD reguest.

profile profile Allows this application to No No No
access your profile
information.

email email Allows this application to No No No

access your email

address.

address address Allows this application to No No No

access your address.

phone phone Allows this application to No No No
access your phone

number.

@ Help

Metadata

Publish

No 4 X
Yes ’
Yes ’
Yes ’
Yes ’
Yes ’

Click on the Scopes tab and click Add Scope:

Add Scope

MName Identifi

For example: email

Display phrase @

For example: Access your email

40 characters remaining

Description @

For example: This allows you to use your email to login to

the app
User consent @ Require user consent for this scope
Default scope Set as a default scope
Metadata Include in public metadata

A default scope will be returned in an access token when the client omits the scope
parameter in a token request, provided this scope is allowed as part of the access policy

rule.

Ca ncel
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Enter the name Identifi, check the
Set as a default scope checkbox,
and click the Create button.
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L
The new default scope will be created and added to the list:
default @ Help
Settings Scopes Access Policies Token Preview
Add Scope
Name Display Description User Block Default Metadata
Name Consent Services Scope Publish
ldentifi Mo Mo Yes Mo s %
openid openid Signals that a request is MNo MNo No Yes ’
an OpenlD request.
profile profile Allows this application to MNo MNo Neo Yes ’
access your profile
information.
email email Allows this application to Mo Mo MNo Yes ’
access your email
address.
address address Allows this application to MNo MNo Neo Yes 7
access your address.
phone phone Allows this application to No No Neo Yes ’

access your phone

number.
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